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Introduction
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1.2

1.3

Overview

The UEFI Self-Certification Test (SCT) Il is a toolset for platform firmware
developers to validate UEFI implementations on 1A32, X64, and ARM platforms
for compliance to the UEFI Specification. The toolset features a Test Harness for
executing built-in EFI Compliance Tests, as well as for integrating user-defined
tests that were developed using the UEFI SCT open source code.

The UEFI SCT Test Harness provides two different usage models as native mode
and passive mode. Please note that most network-related protocols (except SNP &
PXEBC) can be tested only in passive mode.

This document also provides descriptions of the IHV SCT. The IHV SCT is
designed to aid the testing of UEFI drivers that follow the UEFI Driver Model
described in the UEFI Specification. There are several different classes of UEFI
drivers, each with many variations. Also, this document provides guidelines on
testing for Independent Hardware Vendors (IHV) for UEFI Specification
Compliance.

System Requirements

The UEFI SCT must be executed on a target system that meets the following

requirements:

e The target system must have an X64 platform, an 1A-32, or an ARM platform.

e The target system firmware must have EFI implemented per the UEFI
Specification.

e The EFI implementation on the target system must include an EFI Shell.

e The target system must have at least 1000MB of disk space in the EFI file
system to contain the SCT test and log files.

The UEFI SCT must have another host machine for passive mode usage. This
machine must the following requirements:

¢ Installing Microsoft Windows 7® or Microsoft Windows 8® operating system
e The target machine and host machine must be connected directly by network
cable.

Refer to the latest UEFI SCT Release Notes for other possible system requirements.

Installation

A typical installation of the UEFI SCT involves the following:

e Ensuring that the target system is configured to boot to the EFI Shell upon
power-on/reset without user intervention.
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Setting the boot options is usually done using EFI Boot Manager during the
target system’s EFI implementation.

e Copying the UEFI SCT executable files into a default directory in the EFI file
system of the target system.

The default directory is where the target system automatically boots to after
bringing up the EFI Shell. The default directory must be on a Read/Write
storage medium. In order to get better performance, a hard disk is
recommended as the storage location for the default directory.

The UEFI SCT comes in three versions: one for ARM platforms, one for X64
platforms and another for I1A-32 platforms. In general, all three versions bundled
with each UEFI SCT release. The user must ensure that the appropriate version of
the UEFI SCT is installed on the target platform prior to use.

The above is a general description of the UEFI SCT installation process. Detailed
installation instructions are provided in the UEFI SCT Release Notes that
accompany each UEFI SCT release. The person performing the installation must
make sure that the UEFI SCT Release Notes match the UEFI SCT release being
used.
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2
Usage Model — Native Mode

The native mode is invoked as an EFI application from the EFI Shell. The
executable filename is SCT . eT1i. This executable provides a command line
interface (CLI) as well as a menu-driven interface. These are further described

below.

2.1 Using the Command Line Interface

Syntax

SCT [-a | -c | -s <seq> | -u] | -p <MNP | IP4 |
Serial>] [-r] [-g <report>][-V]

Description of SCT Parameters
Table 1 provides a description of SCT parameters.

Table 1. SCT Parameters

Options
-a

-C

-g
<report>
-r

-s <seq>

Description

Execute all test cases that are recognized by the UEFI SCT Test
Harness.

Continue execution of the test case in progress. This option is used to
continue execution of test cases that perform system resets as part of
their test routine.

Generate test report in .CSV format. The filename of the report is
specified by report.

Resets the environment for a fresh execution of the tests. This option
removes results of previous test executions. Generally, it is used with
the —a or —S options.

Execute test cases in the sequence specified in the file seq.
Start the Test Harness with the menu-driven interface.
Passive Mode with specified communication layer

Force the operation execution, no confirmation from user.

Disables the display of test log information on the screen.

Test log display on screen is enabled by default. In command line interface, -v
option can be used both in native mode & passive mode to disable display of test
log information on the screen. It can be used combined with—-a/-c/-r/-s/ -p.
Parameter -v only effects until the end of this command execution.



Selecting SCT without parameters will produce the screen display shown in_Figure
1

Press ESC in 5 seconds to skip startup.nsh, any other key to continue.
startup.nsh> echo -off
Shell> fsnt0:

fsnt0:\> cd SCT

fsnt0:ASCT> sct
UEFIZ2.3 Self Certification Test

usage:
ST [-al © | -5s<seq> | -u | -p <MNP | IP4 | SERIAL>] [-r]l [-g <report>][-v]

-a Executes all test cases.

-C Continues execute the test cases.

-g Generates test report.

] Passive Mode with specified communication layer

T Resets all test results.

-5 Executes the test cases in the test sequence file.

-u Turns into user-friendly interface.

-f Force the operation execution, no confirmation from user.
-y Uerbose function to disable screen output.

Donet

fsnt0:ASCT> _

Figure 1 SCT without parameters

2.2 Using the Menu-Driven Interface

Syntax
SCT -u
Description

Type SCT -u to produce the Main Menu of the menu-driven interface.

2.2.1 Main Menu

The Main Menu (see Figure 2) contains user-selectable items for initiating a
number of UEFI SCT actions.
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EFI Self Certification Test (u 1.0B)

‘Main Menu Description

Select and execute
» Test Enwvironment Configuration test cases
» Test Report Generator ...

» Help

Select Item
Reset results

Select SubMenu

Load Sequence
Save Seguence Exit

Figure 2. Main Menu Screen.

Table 2 lists and describes the major items found in the Main Menu.

Table 2. Major Items in the Main Menu of the SCT

Items Description

Test Case Selects and executes specific test cases

Management

Test Sets the parameters for test execution, including the maximum run

Environment
Configuration

Test Report

times for each test case, enabling/disabling screen output, etc.

Generates a test report in .CSV format. This test report can be opened

Generator by the Microsoft® Excel* or the other compatible utilities.

F4 (Reset Resets all test results. It is equivalent to invoking “SCT —I" in the
Results) command line.

F5 (Load Loads a test sequence file from the storage device. This function
Sequence) allows user to load, edit or execute an existing test sequence file.

F6 (Save Saves a user-specified test sequence into a file. This function allows
Sequence) the user to save selected test cases into a file, which can then be used

for later test execution via “SCT —S <seq>” from the command
line.




2.2.2 Managing Test Cases

The UEFI SCT includes a set of test cases for UEFI Specification compliance
testing. Note that in Figure 3 the list of test cases corresponds to the major elements
of EFI as described in the UEFI Specification. Note how in Figure 4 each test case
can have lower-level test cases in a tree-like structure.

- - [E]X]

EFI Self Certification Test (v 1.0B)

Test Case Management Description

#Iter Result
Boot Services Test o 1
Runtime Services Test 3
Loaded Image Protocol Test [o
Device Path Protocel Test 1

Console Support Test [0
Bootahle Image Support Test ]
PCI Bus Support Test I
SCSI Bus Support Test [0
Network Support Test o
Debugger Support Test (]
Compression Test 1]
Device I0 Protocol Test 1]
EFI Byte Code Test 0 Order: 0
Pass: 0
Fail: O

Select Item Select SubMenu
Change Status Exit

Figure 3. Test Case Management Screen.
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EFI Self Certification Test (v 1.0D)

Runtine Services Test Description

#lter Result

[l Time Services Test £l
[¥] Hisc Runtime Services Test 3 1

Order: 0
Pass: 0
Fail: 0

Select Iten Select SubMenu
Change Status Exit

Figure 4. Run Time Services Screen.

Appendix B describes the method to specify such a tree-like hierarchy of tests for
user-defined test cases. Refer to the UEFI SCT Test Writer’s Guide for information
on developing user-defined test cases.

In the menu-driven interface, the boxes on the left indicate the selected or
unselected status of the corresponding test category.

[X] All test cases in this test category are selected.

[x] One or more test cases in this test category are selected, but not all test
cases.

[ 1 No test case in this test category has been selected.

The middle boxes below # 1 ter indicate the number of iterations to be executed
for the corresponding test category.

[N] All test cases in this test category will be executed N times.
[*1] The test cases in this test category have different numbers of execution
iterations.

The summary results (resul t) show the execution results for the corresponding
test category.

PASS  All test assertions for all test cases in this test category have passed.

FAIL  One or more test assertions within the test cases for this test category has
failed.

test  One test case in this test category was still executing.




oo No test case in this test category was executed.

The number of passed test assertions and the number of failed test assertions is
displayed in the lower right corner as shown in the screenshot above. Note that the
test case’s place in the order of execution is also displayed. Note also that the order
of execution of test cases is based on the user’s order of selection of test cases to
execute.

2.2.3 Configuring the Test Environment

The test environment has user-configurable items for set up, as shown in the screen
display in Figure 5.

B “UGA Window 1"

EFI Self Certification Test (v 1.0B)

Test Environment Configuration Description

1 u il a Sets the maximum
Enable Screen Output [True run tine for one
: : : test case. in
Bios Id [EFT 1.10 second (0 means
Platform Mumber [0 unlinited)
Configuration Mumber 0
Scenario String [

Ualue Range:
Max: 429
Hin: 0

Select Itenm Save & Exit
Set to Default

Figure 5. Test Environment Configuration.
Table 3 describes the user-configurable items for setting up the test environment.

Table 3. User-Configurable Items for Setting Up the Test Environment

Items Description

Test Case Max | Sets the maximum execution time for the specified test case. This

Run Time feature helps prevent system hangs that may occur during execution of
a particular test case from indefinitely suspending the entire SCT
execution run. Basically, a watchdog timer is set for every test case
during execution. If the timer expires, the system automatically restarts
and SCT execution automatically continues starting with the next test
case in the order of execution.

Enable Screen | Enables/disables display of test log information on the screen.
Output




Bios Id A string that can be used to identify the BIOS or firmware stack of the
target system under test. This information will be included in the log
files of the test execution. Generally, Bios Id is used in conjunction with
the other strings (identified in this table) for specifying user-controlled
parameters for the test execution.

Platform A number to identify the platform under test. (e.g., 865, 915). This

Number information is included in the log files of the test execution. Generally,
Platform Number is used in conjunction with the other strings (identified
in this table) for specifying user-controlled parameters for the test
execution.

Configuration A number to specify the configuration under test. The numbers used to

Number identify different configurations are entirely up to the user. Generally, a
standard configuration is set as 0, a full configuration is set to 1, and so
on. This information will be included in the log files of the test
execution. Generally, Configuration Number is used in conjunction with
the other strings (identified in this table) for specifying user-controlled
parameters for the test execution.

Scenario String | A string to provide additional information about or further description of
the test scenario for the next test execution. This information is
included in the log files of the test execution. Generally, this is used in
conjunction with the other strings (identified in this table) for specifying
user-controlled parameters for the test execution.

2.2.4 Generating a Test Report

As shown in Figure 6 below, the user specifies the file name of the test report to be
generated for the test execution. The test report file is created in the same directory
where the SCT was invoked.
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EFI Self Certification Test (v 1.0B)

‘Main Menu Description

Save File: fs1:\Framework\Report

File Mame: [1.csu

Save as type: (CSU Files (x.csu)
Press F2 to edit filename
B ——

Select Item Load Sequence Select SubMenu
Reset results Save Sequence Exit

Figure 6. Generating a Test Report.

Note: The <F2> key is used to move the cursor between the list box and the edit box.
The <TAB> key is used in the EFI Shell to pause execution of an EFI application.

2.2.5 Loading and Saving a Test Sequence

To load a test sequence file, press the <F5> key (see Figure 7). To save a test
sequence file, press the <F6> key (see Figure 8). The test sequence file is created in
the same directory where the SCT was started.

10
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EFI Self Certification Test (v 1.0B)

‘Hain Henu Description

Open File: fs1:\Framework\Sequence

DBA5GRG . seq

DB65GCH . seqg
WUestuille.seq
NT32.seq
SB70BNACAR . seq

File Name: [D845GRG . seq 1
Files of type: Sequence Files(*.seq)

Select Item Load Sequence Select SubMenu
Reset results Save Sequence Exit

Figure 7. Press the <F5> Key to Load a Test Sequence.

B “UGA Window 1"

EFI 3elf Certificat

‘Main Menu Description

Save File: fsl:\Framework\Sequence

DB45GRG . seq

D865SGCH . seq
Uestuille.seq
NT32.seq
S070BN4CAR . seq

File Name: [DB45GRG . seq 1
Save as type: Sequence Files(x.seq)
Press F2 to edit filename

e e el

Select Item Load Sequence Select SubMenu
Reset results Save Sequence Exit

Figure 8. Press the <F6> Key to Save a Test Sequence.

11



Note:

2.3 Sample Usage Models

2.3.1

1.
2.
3.

4,

Executing from the Command Line Interface

To select the test cases to execute, invoke SCT —r —u from the EFI Shell.
To save the test case selection into a test sequence file, press <F6>.

To start the test execution, return to the EFI Shell and invoke SCT —s
<seq>.

When test execution completes, invoke SCT —g <report> to generate the
test report.

If the same test execution is to be repeated, Steps 1 and 2 can be skipped.

2.3.2

1.
2.
3.

Executing from the Menu-Driven Interface
Invoke SCT —r —u from the EFI Shell; select the test cases to execute.

Press <F9> to start test execution.
When test execution completes, select “Test Report Generator” to generate the
test report.

2.4 Frequently Asked Questions

24.1

Stopping Automatic Test Execution When the System
Restarts

The UEFI SCT Test Harness uses a startup script to continue test execution
automatically when the system restarts. As shown in Figure 9, the startup script
prompts the user to stop the Auto Run by pressing any key. (The user is given only
a few seconds to press any key.) After canceling an Auto Run, the user can
manually restart the test execution by typing startup.nsh or sct —c.

12
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fs0 : UenHw (58C51801-76F3-11D4-BCEA-0080CT3CA0081) /UenHw (0CI5A935-A006-11D4-BC
FA-0B00C?3ICE801)
UenHu (58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHu (0C95A92F -AO06-11D4-BC
3C8881)
nHuw (58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHw (0CI5A92F -A006-11D4-BC
8601)
: UenHw (58C51881-76F3-11D4-BCEA-0080C?3CEB01) /UenHu (OCISATZF-AOBG-11D4-BC
FA-00BOC?3C8881)
blkO : UenHw (58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHu (0CI5AF2F -A006-11D4-BC
FA-0080C73C8881)
blkl : UenHw (58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHw (0CI5AT2F-AO06-11D4-BC
FA-0080C73CE801)
blkZ2 : UenHw (58C51881-76F3-11D4-BCEA-OO! 801) /UenHw (OCI5AIZF-A0OG-11D4-BC
FA-0080C73C8881)
startup.nsh> for i in0123456789nABCDEF
startup.nsh> if exist FS0:3\Sct then
startup.nsh> endfor
startup.nsh> if exist F51:\Sct then
startup.nsh> endfor
startup.nsh> if exist F32:\Sct then
startup.nsh> F52:
startup.nsh> cd Sct
startup.nsh> stallforkey.efi
Press any key within 10 seconds

Figure 9. Press any Key within 10 Seconds to Stop the Auto Run.

2.4.2 Stopping SCT Execution While Tests Are Running

The user can manually reset the system to force a test execution to stop. In this
case, a message of “system hangs or stops abnormally” is recorded for the
interrupted test (see Figure 10), and the interrupted test is skipped and continued in
the next restart of test execution.

13
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startup .nsh> sct -c

Load support files ...

Load test files ...

Continue test preparing...
Boot services test: CreateEvent_Conf
Iterations: 1/1

Susem hangs or stops abnormally. -- FATLURE
DE6S7?118-0BBD-4396-8509-498FF23234F1
D:AProject\CUSANSctBetadPlatformiIntelTest\TestInfrastructurerSCT\Framework\Execu
terExecute.c:1625

Returned Status Code: Unsupported

CreateEvent_Conf: [FAILED]
SR

Revision 0x00010000

Figure 10. System Reset Records Message: “System Hangs or Stops
Abnormally”.

2.4.3 Removing a Test Case that Always Causes the System

14

to Hang

A test case can be disabled using the menu-driven interface. This is useful when the
user needs to disable, or to re-enable, test cases after manually stopping an Auto
Run that was causing the system hang. If the test case has been executed after being
disabled, there will be no effect on the test execution or to the test results. If the
execution of the test case to be disabled is incomplete, or is waiting its turn in the
order of execution, the test case is skipped when test execution is continued.

The following are screenshots showing the steps to removing a test case:
1. Press any key to stop Auto Run.




B “UGA Window 1"

fs0 : UenHw (58C51601-76F3-11D4-BCEA-00B0CT3ICHE01) /UenHw (BCISATI5-A006-11D4-BC
FA-0000C?3C0001)

fsl : UenHu(58C518B1-76F3-11D4-BCEA-0080C?3C8881) /UenHuw (BCI5AF2F-A006-11D4-BC
Fn-0080C7?3CB881)

fs2 : UenHw (58C518B1-76F3-11D4-BCEA-0080C73C8881) /VenHw (OCI5A92F-A006-11D4-BC
FA-0880C?3ICH061)

fs3 : UenHw(58C518B1-70F3-11D4-BCEA-0O 3C86061) AVenHu (0CI5A92F-A006-11D4-BC
FA-00B0C?3CBE81)

blk0® : UenHu(58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHuw (BCI5AF2F-n006-11D4-BC
Fn-0080C7?3CB881)

blkl : UenHu (58C518B1-76F3-11D4-BCEA-0080C73C8881) /UenHw (BCI5AT2F-A006-11D4-BC
FA-0080C?3CO001)

blk2 : UenHw (58C518B1-7?6F3-11D4-BCEA-0O! 3C0801) AVenHu (OCISATZ2F-AB0L-11D4-BC
FA-0080C?3CB881)
startup.nsh> for i in® 123456 789ABCDEF
startup.nsh> if exist F30:\3ct then
startup.nsh> endfor
startup.nsh> if exist F51:\3ct then
startup.nsh> endfor
startup.nsh> if exist F32:\Sct then
startup.nsh> F52:
startup.nsh> cd Sct
startup.nsh> stallforkey.efi
Press any key within 10 seconds

Figure 11. Press any Key to Stop Auto Run.

2. Type Sct —u to bring up the Menu-driven interface. Select [No] to
discontinue execution.

B “UGA Window 1"

EFI 3Self Certification Test (v 1.0B)

‘Main Menu Description

Select and execute
» Test Environment Configuration test cases

» Test Report Generator ...
» Help

Continue Run?

Select Ttem Load Sequence Select SubMenu
Reset results Save Sequence Exit

Figure 12. Select [No] to Discontinue Execution.




3. Remove the test using Test Case Management. Press <F8> to continue
execution. Press <SPACE> to deselect the test. This effectively removes the
test from the execution run.

M “UUGA Window 1"

EFI Self Certification Test (v 1.0

Bootable Image Support Test Description

#Iter Result

i1 Disk 10 Protocol Test (S

[¥1 Block 10 Protocol Test 1
[¥1 Unicode Collation Protocol Test 1 1

Order: ©
Pass: 611
Fail: 11

Select Item Select SubMenu Run
Change Status Exit Continue Run

Figure 13. Press <SPACE> to Deselect the Test.

2.4.4 When There Are No Test Results after Test Execution

Some tests may not have results in the menu-driven interface or in the test report
even after execution. There are two possible reasons for this.

1. The test is unable to execute at all. For example, the “Network Support Test”
will not execute on a platform that has no network devices.

2. The test case does not record results in conformance to the UEFI SCT Test
Development Kit. A user-defined test case can generate its own test output
independent of the UEFI SCT test output format.

2.45 When Test Assertion Totals Are Different on Different
Platforms

The total numbers in the UEFI SCT test reports show the total number of passed
test assertions as well as failed test assertions. The number of applicable test
assertions depends on the results of checkpoints in the tests. Platforms of different
configuration or devices will cause different results for these checkpoints, and thus
different sets of applicable test assertions. For example, the Block 1/O test will
verify the Read-Only capability when there is a CD in the CD-ROM drive. Another
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example is when the PCI test verifies resource allocation only if a PCI device
requires memory-mapped 10 space.
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3
Usage Model — Passive Mode

The UEFI SCT Agent runs in the passive mode. All the test cases can be run on the
UEFI Management Side (EMS) with the UEFI SCT Agent running in the passive
mode.

Note: The following description assumes the user has built the environment on both UEFI SCT
Agent side and EMS side.

3.1 Configuring UEFI SCT Agent

This section describes the steps that are necessary to configure the UEFI SCT
Agent side.

The following descriptions show the steps to configure the UEFI SCT Agent run in
the passive mode. If all of the network drivers are built-in, skip the operation
following immediately below:

1. Install UEFI SCT Agent. Refer to Chapter 5 in the "UEFI SCT Getting Started"
document.

2. Switch to the EFI shell.

3. Put all network drivers under the "NetworkDrivers" folder of the installation
disk of SCT. In this example, we assume the folder is "NetworkDrivers". You
can choose any location you like.

4. Open startup.nsh under the installation disk of SCT.

5. Go to the line "if exist FS%i:\Sct\.passive.mode then", insert the following lines
after it:

load \NetworkDrivers\undi .efi

load \NetworkDrivers\Snp.efi

load \NetworkDrivers\Mnp.efi

load \NetworkDrivers\Arp.efi

load \NetworkDrivers\Ip4.efi

load \NetworkDrivers\Ip4Config.efi
load \NetworkDrivers\Udp4.efTi

load \NetworkDrivers\Dhcp4.efi
load \NetworkDrivers\Mtftp4._efi
load \NetworkDrivers\Tcp4.efi

load \NetworkDrivers\Ilp6.efi

load \NetworkDrivers\Ip6Config.efi
load \NetworkDrivers\Udp6.efi

load \NetworkDrivers\Dhcp6.efi
load \NetworkDrivers\Mtftp6.efi
load \NetworkDrivers\Tcp6.efi
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Use the following steps below to enter SCT passive mode.
1. Assume all network drivers are under the “NetworkDrivers" folder of the
installation disk of SCT.

2. Inthe EFI shell environment, load all network drivers as shown in_Figure 14
and Figure 15. (One may also write an nsh script to load the network drives.)

load: Image fsB:\2086086261a32\Hnp.efi loaded at 3F56FBA8 - Success

fsB:\> load 28868626ia32\arp.efi
load: Image fsB:\208608626ia32\Arp.efi loaded at 3F56BBAA - Success

fsB:\> load 20868626ia32\iph.efi
load: Image fsB:\208606261a32\IP4.efi loaded at 3F563888 - Success

fsB:\> load 20868626ia32\iphconfig.efi
load: Image fsB:\208606261a32\IP4Config.efi loaded at 3F568888 - Success

f508:\> load 200686261ia32\udph.efi
load: Image fsB:\200860626ia32\Udp4.efi loaded at 3F55BABB - Success

fs@:\> load 200686261a32\dhcph._efi
load: Image fs@:\20060626ia32\Dhcp4.efi loaded at 3F555888 - Success

fs@:\> load 200686261ia32\tcph.efi
load: Image fsB:4208606261a32\Tcp4.efi loaded at 3F54CH08 - Success

fsB:\> load 200686261a32\mtftph.efi
load: Image fsB:\2008606261ia32\Htftpy.efi loaded at 3F547888 - Success

FsByy

Figure 14 Load Network Drivers in Internal EFI Shell.
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-10806-8EES-DBBD2BEDYCBC)
blk@ :HardDisk - nlias hd26b1 fs@
Acpi(PNPBAB3,B) /Pci{1F|2)/Ata(Prinary,Slave)/HD{Part1,Siq1845F4BA-1DD2
-1000-8EE5-DAADZBEDTCRC)
bl1k1 :BlockDevice - Alias (null)
Acpi(PHPBAB3,B)/Pci(1F|2)/Ata(Primary,Slave)

Press ESC in 1 seconds to skip startup.nsh, any other key to continue.
startup.nsh> echo -off

Press any Key to stop the EFI SCT running

load: Image fsB:\2086086261ia32\Undi.efi loaded at 3EGBOAEA - Success
load: Image fsB:\2086086261a32\SHP.efi loaded at 3F574808 - Success
load: Image fsB:12086086261ia32\Hnp.efi loaded at 3F56FBB8 - Success
load: Image fsB:\208608626ia32\Arp.efi loaded at 3F56BBAA - Success
load: Image fsB:\208606261ia32\IP4.efi loaded at 3F563888 - Success
load: Image fsB:\208608626ia32\IP4Config.efi loaded at 3F568888 - Success
load: Image fsB:\208606261ia32\Udp4.efi loaded at 3F5S5BABA - Success
load: Image fsB:\20868626ia32\Dhcp4.efi loaded at 3F555888 - Success
load: Image fsB:\20860626ia32\Htftp4.efi loaded at 3F558888 - Success
load: Image fsB:\208606261a32\Tcp4.efi loaded at 3F547088 - Success
Load support files ...

Load test files ...

Load support files ...

Figure 15 Auto Load Network Drivers by modifying startup.nsh script.

3. Enter the SCT folder and type sct -p mnp to run the SCT passive mode and
choose the NIC as shown in Figure 16 that will be used for communication
between test machine and host machine.

4. Choose the NIC as shown in Figure 17 that will be used for communication
between test machine and host machine.
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Directory of: fsntO:\sct

03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
03/05/07
01/25/07
03/05/07
03/05/07

11:00a
11:00a
11:00a
11:00a
11:00a
11:00a
11:00a
11:00a
10:5%
11:00a
09:33p
11:00a
11:00a

2 File(s)

11 Diris)

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

<DIR>

<DIR>
<DIR>

fsnt0:\sct> sct -p mnp
Load support files ...
Load proxy files ...

Load test files ...

[01 Mac (0010CGABEEAT)
Please choose a NIC:[01-[01_

0
380,928 SCT.efi
0
61,440 StallForKey.efi
0
0
442,368 bytes
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Figure 16 Choose the NIC.




03/05/07 11:00a <DIR>
03705707 11:00a <DIR>
03/05/07 11:00a <DIR>
03/05/07 11:00a <DIR>
03/05/07 11:00a <DIR> ]
03/05/07 10:57a 380,928 SCT.efi
03/05/07 11:00a <DIR> 0
01/25/07 09:33p 61,440 StallForKey.efi
03705707 11:00a <DIR> ]
03/05/07 11:00a <DIR> 0
2 File(s) 442,368 hytes
11 Dir (s}

fsnt0:\sct> sct -p mop
Load support files ...

Load proxy files ...

Load test files ...

[01 Mac (0010C6ABEEAT)
Please choose a NIC:[0]1-[0]
Load support files ...

111Enter Hain
MNP listen ...

Figure 17 Using SCT Passive mode

Note: Systems without network drivers cannot use SCT passive mode, but you can use the
compatible usage as EFI SCT. Refer to Chapter 2.

Note: When running UEFI SCT Remote Validation, it is important to keep the test topology
environment clean. For example, use one switch (hub) to connect the EFI target machine
and the management host machine, but don't connect the switch (hub) to a public network
or other LANS.

Note: To run UEFI SCT with local execution usage, make sure the "\Sct\.passive.mode" file is
removed.

3.2 Configuring EMS

The EMS side provides a Graphic User Interface (GUI) to run all the test cases.
This section describes the steps that are necessary to configure the EMS side and all
the menu functions in the EMS OS application window.
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3.2.1 Configuring the EMS Interface

Run the Microsoft Visual Studio 2008 Command Prompt to go to the command line
environment. Use the following commands to run the EMS OS application.

1. cd \test\ems\bin

2. Ems Main.Tcl

When the EMS OS application starts, two windows open. Before the main window
is available, choose the host interface in the EMS Interface Configuration window.
If there are more than one Network Interface cards on your local host, you need to
specify the one connected to the EFI target machine. Figure 18 shows the EMS
Interface Configuration window.

” EMS Interface Confi... .

~Interface i Select Host

/1—_J —
|Broadcom NetXtreme Gigabit Ethemet - Packet Schedul}EIT Interface Here

Please choose the host interface. Once the interfac
e be chosen it can nothe changed

Cancel | 0K

Figure 18 EMS Interface Configuration window.

3.2.2 Configuring Base Information
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If you are starting the EMS OS application for the first time, configure the base
information. Select the menu “File->Preference...”. The “EMS Preference”
window opens. The following list describes each item in the window. The “EMS
Preference” window is shown in_Figure 19.



! EMS Preference E||E|g|

—EMTS Testcase Haoot Dir ..

|E:;"E"~f5 Abuild/0F1 7 EmzR0 9/Bind/TestCaze J

—Comrmunicatian Type
|MNP F

—Mew Tanget bMAC
| oo 13 72| b1| 58 00

—0Id Target MAC

— Target Platform Bit

2 =

k. | Cancel |

Figure 19 EMS Preference window.

ENTS Testcase Root Dir...

This item refers to the root directory of all the Remote Validation test cases.
Press the Browse button on the right to choose the root directory of the Remote
Validation test cases.

Communication Type

This item refers to the communication type between the EMS side and the
UEFI SCT Agent side. Currently, MNP is the only supported communication
type.

New Target MAC

This item refers to the target host MAC address you want to configure. You can
type dh —p net in the EFI Shell to get the target host MAC address as

shown in_Figure 20.
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Executes all test cases.
Continues execute the test cases.

Generates test report.

Used passived mode with the special communication layer.
Resets all test results.

Executes the test cases in the test sequence file.

Turns into user-friendly interface.

Force the operation execution, no confirmation.

fsB:\SCT> dh -p net
Handle dump by protocol ‘Het®
B1: Het Nii DewPath (..)chi(1|ﬂ)fMac(ﬂﬂﬂEﬂE?u898uII

Target Hachine HAC address
fsB:\SCT> sct -p mnp

Load support files ...
Load test files ...
Load support files ...

t*'Enter Hain
HHP listen ...

Figure 20 EMS Preference window.

After configuring, click “OK” to confirm the configurations, or click “Cancel” to
abort. Clicking “OK?” saves the configurations as the default settings.

3.2.3 RemoteExecution & RemoteValidation

There are two methods to validate the EFI-based machine in UEFI SCT passive

mode. One is Remote Execution, and the other is Remote Validation.

o All Remote Execution test case files are located on the UEFI SCT Agent side.
All cases are executed on the EFI side. The EMS performs case management
tasks.

e All Remote Validation test case files are in Tcl scripts stored on the EMS side.

All Remote Validation test cases use Remote Procedure Call (RPC) to perform
the validation.

When the user selects the menu Windows-> RemoteExecution, the EMS side will
download the CaseTree information file from the target host and generate the
remote case tree by parsing the file.

When the user selects the menu Windows-> RemoteValidation, the EMS side will
traverse all subdirectories under the test case root directory and generate the local
case tree.
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Note:

Note:

Note:

3.2.4 Reflushing the Case Tree

The case tree can change after the EMS application starts. So you must reflush the
case tree when it changes. Select the menu Windows->Reflush Case Tree to
regenerate the case tree. Figure 21 shows the menu in the EMS OS application
window.

When reflushing case tree, the case tree GUI will be re-generated so current case
selection and running result will be cleaned up on GUI.

For Remote Execution, the EMS side will download the file CaseTree.ini from the target
host again and then regenerate a remote case tree by reading the file.

For Remote Validation, the EMS side will traverse all the subdirectories of the test case
root directory again and then regenerate a local case tree. (Refer to section 3.2.2.)

" UEFI SCT EMS 0.90Alpha
[ B Wrdwe Jod  He
[l (G| Remogeecton |@ Wy ——— Select The Menu Here to Reflush Case Tree
15 |t || memateyalidation b idle s
o D I 5 T Cuse ome Count Result -
ME i ——— [P Camel Confl_Casel 13 Mo staried
MO ‘%lr' Cancel Con? Casel 14 ot started
w0 P Cameel_Funcl_Casel 14 Tatsared
:E:;: ™ Cameel Fune2_Casel 15 ot started =
ol CIDkCR4 ™ Coxfigure_Canfl_Casel 1 Tt staried
i Oareres ™ Configure_Funcl_Cael 13] Mot staried
O rCs; I Configure Funcl Casel 13 ot staried
™ Configure Funcl Cased 1% Tatstureed
™ Configure_Funel_Cased 13 Tt started
™ CreateChild_Confl_Casel 13- Mat started
™ CreaieChil Conl Case? 1 i Mot started
™ DestroyChild Comfl Casel 1 f; Mot stared
™ DestroyChild_Funel_Casel 14 Tt started
K el ~ 217
|
il 21
T

Figure 21 The Menu of Reflush Case Tree.
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3.2.5 Running Test Cases

When the EMS configuration is complete and the UEFI SCT Agent is running in
the passive mode, run the test cases. Figure 22 shows the EMS OS application
window running the Remote Validation test cases.

 UEFISCT EMS 0.90Alpha

[ fun  Wndows  Jodk  [eb

CECIESOE

6 MR Remeteabidation. )| Case Nume Count Result |
EENP W Cancel_Confl_Case] 13 PASS(Y) WARN) FAN :,‘; — RUI'II'IiI'Ig Result
MO I Caneel Conf? Casel 14 Sorstired i
lg““ F Caeel Funcl_Casel 13 Ruig/———  Running Now
mOrces |
@ Cvoes [ Caneel Fune2 Casel 15 Mot started
s Closices I Configure_Canfl_Casel 13 Mot staried
i CareTes I Configure_Funcl_Casel 13 Nod staried
O rCs; ™ Configure Funcl Casel 14 Mot started g -
E = Case File List
v Configure_Funcl_Cased 14 Mot started
Case Tree ™ Configure_Funel_Cased 14 Mot started
4 1|l k|
[EMS. ezeute "EndStope_MNP_CANGEL_CONFORMANGEL GASEL_" 4|

(Retamed Statug: Suctess

1Cuncel Confl Casel: [PASS)
PAZS 3

WARH ]
FALL _...0

fancel Condl Casel

Hewnsion: (0010000
Test GUID: AAEAICEI-DISF-BCA SAJ4 FERESTSARCT Ol.llpl.lt

Loghile: “LogMNP/Cencel Confl Casel Log*
(Test Firdched: 07/18/2006 16:1414
Elapsed Teme: ] Duys 00011

Cencel Funcl Casel
Revson: D100
(Test GUID: F3768212-BIBF-4110-2030- JBIEAAGIBIGE

[Teet tha Cancel fanction of MNP - Call MNP Cancel)) when  Token is NULL

Logle: “LogMNP/Cancel Funel Casel Log*
(Test Started: OTAILD006 161414

{EMS3: executs "BeginScops MNP CANCEL FUNCTICHI CASEl_*

& 2|
i ———————————

Figure 22 EMS OS application window running the Remote Validation test
cases.

Table 4 describes the sub-frames in the EMS OS application window.

Table 4. Sub-Frame in the EMS OS application window

Items Description

Case Tree Both the RemoteExecution and the RemoteValidation case tree will be
generated in this sub-frame. Select the menu Windows->
RemoteExecution or Windows-> RemoteValidation to switch the case
tree.
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Items Description

Case File List Lists all the case files in the selected case tree directory.
Each case file has 3 elements:
Case Name: Case name.
Count: Running iteration of the corresponding test case.

Result: The result of running the selected test case. If the test case is
not selected, it will show “Not started”. If the test case is still running, it
will show “Running”. If error occurs, it will show “Case Error”. If the test
case has been run, it will show the record assertion number of passes,
warnings, and failures as shown in Figure 23._.

Output Shows the running log for the test cases. There are two kinds of log
files: [Case Name].log and [Case Name].ekl. The log files are
generated under the directory \bin\log\[Case Directory Name].

In the Case Tree sub-frame, each case directory has 3 elements: an icon, a check
box, and a directory hame text. Figure 23shows each element and the status of each
element.

 UEFISCT EMS 0.90Alpha
B fn Wedws ok Hep

EELIRSNE]

5 W D RemoteVabdation [ case tame Count Result A
MR —— Selected I Cameel_Canfl_Ciel 13 Pt staried
O I Caneel Funcl Casel 14 orstrmd
w0 o =l
el i—_:—_ Selected ™ Camcel Funcl_Case2 135 ot staried
mel = r o Coml_Casel 14 Mot started
mOuDey——— Current Directory e 4
ol CIokCP4 I Cosfigure_Confl_Case2 15 Nt started
s ™ Configure_Con®_Casel 13} Not started
Doy I Configure Conf2 Case2 15 Nat started
I Configure_Conl2_Cased 13 Mot started
I Comfigure_Coni2_Cased 13 ot started
Directory Name Text [ Saigon, Cod Cies 15 et st
I Comfigare Fuml Casel = Mot staried
Check Box I Configure Funcl Case2 14 Mot stared
I I Comfigure Fune2 Casel 1% Mot started
I Cosfigure_Fune2_Casel 15 Mot started
[ Cosfigure_Fune?_Cased 14 MNat started
I ConBgure Fumc? Cused 14 Mot staried
| -]
[Retm R_Content - 0x00000001, Expected R._Coetez - 0 -]
Map Cancel - Fune - Chk Ret Cods - FASE
7/13/2006 16,1417
(0000015

ENES: execute *MipServiceBinding> DestroyChid (9R_Handle, S8R Status *
MegSB Cancel . Func - Destray Child] - FASS

O7/152006 16:1417

ReturStatis - 000000000 ExpectedBatus - 04

[EMS: ezscute "EndScope_MNP_CANCEL FUNCTIONI_ CASEL_*

Retimmed Stalus. Success
Cuncel Funel Cueel: [PASS]
PASS 1
WARH 0

FAIL (]

Kt
i ————
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Figure 23 EMS OS application window-Case Tree Sub-frame.

Table 5 describes the usage and the different status meanings of each element for
the Case Tree directory.

Table 5. Each Element in the Case Tree Sub-frame

Items Description

Icon

You can click the Icon of a case directory to change the current
directory.

Status meanings:
Green Color: no case file was selected.
Black Color: one or more case files were selected.

Check Box You can click the Check Box to select all the case files in the case

directory.

Status meanings:

Unchecked: no case file was selected.
Checked: one or more case files were selected.

Directory Name Status meanings

Text

Bold: Current case directory.

Regular: Not current case directory.

After selecting the cases to run, select the menu Run->Start to run the test cases.
Status meanings

To stop the case when running, click the menu Run->Stop, and the test will stop
after the current running test case has finished. This is to make sure the case
running context is clean and that test cases won’t affect each other.

3.2.6 Loading and Saving a Sequence File
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Selected test cases can be saved as a sequence file. Sometimes it is more convenient
to run some test cases more than one time, and this function allows one selection,
rather than reselecting all the test cases again. Select all the test cases the first time,
save the selection as a sequence file, and when running those test cases again, one
can load the sequence file to select test cases automatically. The test sequence file is
created in the same directory where the SCT was invoked.

To save a sequence file, select one or more test cases, and then select the menu
“File->Save sequence file as...” Figure 24 shows the sequence file Save As
window.



Save As @@

Save jn; JE}Bin lj £ Edv

e =00
L@ (DLog
MyRecent  |[3Cwerall
Documents 'ﬁﬂSEript

aE ) TestCase
E [ TempSeq.seq ¢————= Existing Sequence File

Deskiop

@

ty Documents

My Metwark  File name: “ L] Save |

Flaces
Save az bpe: |ENTS sequence file [* zeq) _v_J Cancel |

=
= -
[_j.l -ll
s AL,
=
=4
i

Figure 24 Sequence File Saving Window.

To load a sequence file, select the test case, then select the menu “File->Load
sequence file”. Figure 25 shows the sequence file loading window.
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Lok i |f.'j Bin l] £ Edv

e [=)Doc
Lﬁ DiLog
MyRecent |23 Cwverall
Documents 'ﬁf]SEript

"L' ) TestCasze

B ——— Select Existing Sequence File

Desktop

%

5

iy Diocuments

o

My Cormpuiter

My Metwork.  File name: TempSeq.zeq - Upen |
Places | _]
Files af wpe: |ENTS sequence file [* zeq) _TJ Cancel

Figure 25 Sequence File Loading Window.

3.2.7 Generating Log Files

For Remote Validation, the test report file is created in the “Report” subdirectory
where the EMS was invoked. Two kinds of reports are generated: one is in case-
level and the other is in assertion-level.

For Remote Execution, the test report is created remotely on the EFI target machine
and the test report file is transferred back to the report subdirectory where the EMS
was invoked.

Note: The report file is in CSV format and the report file is named by date and time.

3.2.8 Using the Tools Menu
Table 6 describes each submenu function of the Tools menu.
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Table 6. Submenus of the Tools Menu

Items Description

Edit Opens an editing window. This is a simple text editor and it provides
highlighting display for UEFI SCT remote validation test
cases. Figure 26 shows the functions in detail.

Clear Output Clears current records in the Output sub-frame of the EMS OS
application window.

Open Help Window

Save File

Select an Existing File

Figure 26 Editing File Window.

3.2.9 Using the Help Menu
Table 7 describes each submenu function of the Help menu.
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Table 7. Submenus of the Help Menu
Items Description

Index Provides a quick reference on Remote Validation Tcl commands for
case developers. Find detailed usage information about the
commands used in the Tcl script. Figure 27shows the functions in
detail.

About ENTS... Provides the version and copyright information about EMS.

" ENTS Case Writer's Guide

Te - Key Words Search box _ Click This Button Or Press Enter To List
Swdie |7 ——————  All Topics Within Key Words List 7
Mo ¢ fham

{' -“'"’Ben’nl.nn Indicate that the logaing process begins mow.

_llusage
oo Beginlog
ICaphaebuPacket Tiescerr i pli on

{CapheeP acks Beqinlog will open log and ¢kl under Log dir,
and append to Jummary.log and Suemary.ekl under Cwverall dir.

CaneCategony
I ellegton
Caarbiual atos

atel pved It NUST be called only once at the head of the test case.

Cavehlame It HUST be called after Casclerel, i ercl called.
CaeVerboseLevel T MUET be called after CaxeBuid, Caselame, CaseCalegory, CaseBescriplion called.
fLomeF asiond It NUST be called before ge, EndLog called.
Loncolaplond

iCreatePacket
CresePaond Example )
CrestaTeh Beginlog
DechiogPacket
DestiogTeh See also
DumpPacket EndLog
Frel gy

Frod kel
irnestellapot
Genflandom
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4
UEFI SCT For IHV

4.1 |HV SCT Installation

4.1.1
1.

41.11

Installing the IHV SCT

The IHV SCT agent is a shell application, so the EFI Shell environment is a
must to run IHV SCT agent. Please boot to the specified shell environment, and
do the following installation steps, according to different target platforms.

Installing the IHV SCT Agent on an IA32 Platform
Copy the contents of the I1A32 build directory SctPackagelA32 to a USB
device.

Put the USB device into the USB port and boot the system to the EFI Shell
environment.

In EFI Shell environment, change the current drive and directory to the USB
device drive and SctPackagel A32 directory.

Run installlA32.efi and follow the instructions on the screen.

Installing the IHV SCT Agent on an X64 Platform
Copy the contents of the X64 build directory SctPackageX64 to a USB device.
Put the USB device into the USB port and boot the system to the EFI Shell
environment.
In EFI Shell environment, change the current drive and directory to the USB
device drive and SctPackageX64 directory.
Run installX64.efi and follow the instructions on the screen.

4.2 The Usage of IHV SCT

42.1

Using the Command Line Interface

The command line interface of the IHV SCT agent is similar to the UEFI SCT’s
(see the “UEFI SCT User Guide™), but the IHV SCT does not support the passive
mode. The syntax of the IHV SCT’s command line is:

SCT [-a | -¢ | -s <seq> | -ull[-r] [-9 <report>][-V]
Table 8 provides a description of SCT parameters.

Table 8. SCT Parameters

Options

-a

Description

Execute all test cases that are recognized by the IHV SCT Test
Harness.
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-g
<report>
-r

Continue execution of the test case in progress. This option is used to
continue execution of test cases that perform system resets as part of
their test routine.

Generate test report in .CSV format. The filename of the report is
specified by report.

Resets the environment for a fresh execution of the tests. This option
removes results of previous test executions. Generally, it is used with
the —a or —S options.

Execute test cases in the sequence specified in the file Seq.
Start the Test Harness with the menu-driven interface.

Disables the display of test log information on the screen.

Test log display on the screen is enabled by default. In command line interface, -v
option can be used both in native mode & passive mode to disable display of test
log information on the screen. It can be used combined with-a/-c/-r/-s/-p.
Parameter -v only effects until the end of this command execution.

4.2.2 Using the Menu-Driven Interface

Syntax
SCT -u
Description

Type SCT -u to produce the Main Menu of the menu-driven interface.

42.2.1 Main Menu

The Main Menu (Figure 28) contains user selectable items for initiating a number
of IHV SCT actions.
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UEFI Self Certification Test (v 0.91B)

Main Menu

Description

delecl and execule
Test Envirnmment. Configuratinn test rases
Test Device Configuration
View Test Log ...

Test Report Generator ...

Help

Select Tten
Reset results

Load Sequence Select SubMenu

Save Sequence Exit

Figure 28 Main Menu of IHV SCT

Table 9 lists and describes the major items found in the Main Menu.

Table 9. Major Items in the Main Menu of the SCT

Items

Test Case
Management
Test
Environment
Configuration
Test Device
Configuration
Test Report
Generator

F4 (Reset
Results)

F5 (Load
Sequence)

Description

Selects and executes specific test cases

Sets the parameters for test execution, including the maximum run
times for each test case, enabling/disabling screen output, etc.

Selects the devices that should be tested.

Generates a test report in .CSV format. This test report can be opened
by the Microsoft® Excel* or the other compatible utilities.

Resets all test results. It is equivalent to invoking “SCT —I in the
command line.

Loads a test sequence file from the storage device. This function
allows user to load, edit or execute an existing test sequence file.
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F6 (Save Saves a user-specified test sequence into a file. This function allows
Sequence) the user to save selected test cases into a file that can then be used for

later test execution via “SCT —S <seq>” from the command line.

4.2.2.2 Managing Test Cases

The UEFI compliance IHV SCT includes a set of test cases for UEFI Specification
compliance testing. The method to manage the test cases and to specify test cases in
the tree-like hierarchy is described in “UEFI SCT User Guide”.

In IHV SCT, only selecting the test cases in the tree-like menu is not enough to test.
Selecting cases in tree-like menu just tells IHV SCT which cases should be run, in
IHV SCT, users must choose which devices they want to test through “Test Device
Configuration”(see section 4.2.2.3).

4.2.2.3 Test Device Configuration

38

The IHV SCT provides the utility of Test Device Configuration. This allows users
to choose the devices for testing. The IHV SCT uses a configuration file to save a
list of devices that users have chosen. During IHV SCT testing, it will only test the
supported devices listed in the configuration file instead of all the supported devices
in the system. In other words if the users only select the test cases through the tree-
like menu but do not choose any device though the “Test Device configuration”, no
checkpoints in the cases will be tested.

In the IHV SCT, selecting cases in tree-like menu tells IHV SCT which cases
should be run; and choosing devices through the “Test Device Configuration” tells
the IHV SCT which devices should be test. The usage of Test Device Configuration
is shown in Figure 29:
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- Print this help information
{Handle> - Insert one device into the configuration file
- List all devices in the configuration file
- Quit
R <Index> - Remove one device from the configuration file
3 <Type> - Scan devices in the systen
{Type D: All, Type 1: With Option ROM)
U <Index> - List one device in the configuration file in verbose node

For new users, select 'S’ first to get the devices with Option ROM, and
then use ‘I <Handle>’ to insert the devices which should be tested into
the configuration file. For more information of this handle. please refer

to the 'DH’ command in Shell environment.

Figure 29 Test Device Configuration

Table 10. The Items in the Menu of the Test Device Configuration

Items

H

| <Handle>
L

R <Index>

S <Type>

V <Index>

Description

Print the help information

Insert one device into the configuration file
List all devices in the configuration file
Remove one device from the configuration file

Scan devices in the system
(Type 0O: All, Type 1: With Option ROM)

List one device in the configuration file in verbose mode

In the IHV SCT, the usual way to test an add-in card as follows: The first thing
users should do is let the SCT scan devices in the system by typing the command
line “S 0” or “S 1” in the Test Device Configuration’s window. “S 0” means scan
all devices, “S 1” means scan devices with option ROM. See Table 10.
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S0
6: MemMap (11:950000-BCFFFF)
1 MemMap (11:BDO0OO-BEFFFF)
52: UenHu (58C518B1-"16F3-11D4-BCEA-0080CT3CE881)

Managed by driver <Windows Bus Driver>
53: UenHu (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /UenHu (AB248E99-ABE1-11D4-BDOD-00
80C73C8881)
54: UenHw (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /UenHw (4E11E955-CCCA-11D4-BDOD-00
80C73C8881)

Managed by driver <Console Splitter Driver>

Managed by driver <Platforn Console Management Driver>

Managed by driver <Console Splitter Driver>

Managed by driver <Platforn Console Management Driver>

Managed by driver <UGA Console Driver>

Managed by driver <Windows GOP Driver>
55: UenHu (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /UenHu (0C95A93D -A006-11D4-BCFA-00
80C73C8881)

Managed by driver <Windows Serial I/0 Driver>
56: UenHu (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /UenHu (0C95A935-A006-11D4-BCFA-00
80C73C8881)

Managed by driver <Windows Simple File System Driver>
57: UenHu (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /UenHu (0C95A935-A006-11D4-BCFA-00
80C73C8881)

Managed by driver <Uindows Simple File System Driver>

Press 'g’ to exit, any other key to continue_

After SCT scan, the “Handle” of the device sought can be known, so users can
insert the device sought into SCT’s configuration file by typing the command line
”| <Handle>";
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Managed by driver <Console Splitter Driver>
Managed by driver <Platform Console Management Driver>
Managed by driver <UGA Console Driver>
Managed by driver <Windouws GOP Driver>
55: UenHuw (58C518B1-76F3-11D4-BCEA-0080CT3CB881) /UenHu (OCI5AI3D-A006-11D4-BCFA-00
80C3C8881)
Managed by driver <Windows Serial I/0 Driver>
56: UenHuw (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /VenHu (OCI5AI35-A006-11D4-BCFA-00
80C3C8881)
Managed by driver <Windows Simple File Suystem Driver>
57: UenHuw (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /VenHu (OCI5A935-A006-11D4-BCFA-00
80C3C8881)
Managed by driver <Windows Simple File Suystem Driver>
Press '’ to exit, any other key to continue
-1 54
Select the device tupe:
R - SCSI Raid
- SCSI Fiber
- NIC
- USB
- Video
- Serial
- PCI
0 - Other
Enter choice:

41



M "Graphics Output Window 1"

Managed by driver <Uindows Serial I/0 Driver>
56: UenHw (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /VenHu (0CI5AF35-A006-11D4-BCFA-00
80C3C8881D)
Hanaged by driver <Windows Simple File System Driver>
57: UenHuw (58C518B1-76F3-11D4-BCEA-0080CT3C8881) /VenHu (0CI5AF35-A006-11D4-BCFA-00
80C3C8881)
Managed by driver <Uindows Simple File System Driver>
Press '’ to exit, any other key to continue
-1 54
Select the device type:
- SCSI Raid
- SCSI Fiber
- NIC
- USB
- Uideo
- Serial
- PCI
0 - Other
Enter choice: U
Should test the Driver Binding Protocol? [Y (Default)/N1: Y
Should test the Driver Diagnostics Protocol? [Y (Default)/N]: Y
Should test the Driver Configuration Protocol? [Y (Default)/NI: ¥
Should test the Unload Supported function? [Y (Default)/NI: ¥
Should test the Runtime Supported funtion? [¥ (Default)/NI: ¥

At this time, users can select test cases in the tree-like menu. The SCT can run the
test only if all the operations of test device configuration are done.

Note: If users want to start a new test because the test device configuration has been changed,
the ““SCT -r”” operation is suggested.
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3}
UEFI SCRT

5.1 Introduction

This chapter introduces the Self-Certification Runtime Test (SCRT) Utility and
focuses on how to use it.

As a supplement to SCT, SCRT is invoked under the EFI shell environment and
used to validate UEFI Runtime Services implementations for compliance to the
UEFI Specification. The source code of SCRT has been included in UEFI SCT
release package and the binary of SCRT utility is generated automatically in the
build process of UEFI SCT. Please refer to the instructions in the document UEFI
SCT Getting Started. This document is included in the UEFI SCT release package
to build the UEFI SCT Agent.

5.2 The Usage of SCRT

5.2.1 System Requirement

To ensure SCRT runs in the runtime environment without unexpected behavior, for
targeted platforms the physical memory on the target machine is limited to the
following rules:

o |A32 architecture-based platform: Physical memory <= 4G.

e X64 architecture-based platform: Physical memory <= 32G

5.2.2 Thelocation of SCRT Utility

After UEFI SCT is built successfully, the SCRT Utility is generated automatically
and located at specified path below, including SCRTDRIVER . efi,
SCRTAPP .efi, SCRT.conf:

UeTiSct\Bui ld\UeTfiSct\DEBUG VS2008x86\SctPackagelA32\I
A32\SCRT 1A32 Version
UeTiSct\Bui ld\UefiSct\DEBUG_VS2008x86\SctPackageX64\X6
A\SCRT X64 Version

5.2.3 Run SCRT Utility

SCRT is invoked under the EFI shell environment:

1. Copy SCRT Utility into discretionary directory in EFI shell environment.
2. Change execution path to the directory that SCRT Utility is located.

3. type ‘Load SCRTDRIVER.efi’

4. type ‘SCRTAPP —f SCRT.conf’
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fsB:\> cd =64

FsB:y\x64> dir
Directory of: FsB:\x64

11/20/87 82:53p <DIR> 2,848
11/28/8¢7  82:53p <DIR> B ..
11/28/87  82:58p 27,136 SCRTDRIVER.efi

11/28/67 82:50p 69,120 SCRTAPP.efi
11/28/687  81:27p 635 SCRT.conf

3 File{s) 96,891 bytes

2 Dir(s)

FsB:\x64> load SCRTDRIVER.efi
load: Image fs@:\x64\SCRTDRIVER.efi loaded at 2F27D880 - Success

FsB:\x64> SCRTAPF.efi -f SBHT.chFI

Figure 30 Run SCRT Utility with configure file

5.2.4 Configuration File

Following is an example for the usage model of the configuration file named
SCRT.conf. SCRT check points are divided into five groups, Variable Service,
Time Service, Capsule Service, MonotonicCount Service, and Reset Service.

In SCRT . conf, FALSE means to disable a runtime service test, and TRUE means
to enable a runtime service test.

With the help of this configuration file, SCRT obtains information regarding which
runtime services are needed to test in the runtime environment.
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#
# UEFI Runtime Test Utility SCRT Configuration file.

#

[variable]

SetVariable = TRUE
GetVariable = TRUE
GetNextVariableName = TRUE
QueryVariablelnfo = FALSE
[time]

GetTime = TRUE
SetTime = TRUE
SetWakeupTime = TRUE
GetWakeupTime = TRUE
[capsule]

QueryCapsuleCapabilities = FALSE
UpdateCapsule = FALSE
[monotonicCount]
GetNextHighMonotonicCount = TRUE
[reset]

ColdReset = TRUE
WarmReset = FALSE
ShutDown = FALSE

Note: For three reset sub-items, only one item is allowed at a time.

5.2.5 Analyze SCRT Test Result

Unlike SCT, SCRT cannot create a test log file automatically in a runtime
environment because it lacks certain boot services. To solve this issue, SCRT
records the results in a variable. After runtime test, user can run “SCRTAPP .eTi
—g SCRT. log” in shell environment to analyze the variable and generate a log
file which is named as ‘SCRT. log’. It lists all requested test points and separate
test results. From these messages, users can easily find which test point fails.

Besides this method, SCRT can send debug messages to Port 80 at the execution
time. Using these messages, the user can analyze the failure reason.

5.2.5.1 Log File Overview
SCRT log file is divided into several groups:



Variable Services Test
Time Services Test
Capsule Service Test
Misc Services Test
Reset Services Test

The following is an example of the log file:

Note: Sometimes the result of Reset Services Test is not correct. Please note the platform
behavior to judge
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SetVariable Requested
SetVariable Pass
GetVariable Requested
GetVariable Pass
GetNextVariable Requested
GetNextVariable Pass

GetTime Requested
GetTime Pass
SetTime Requested
SetTime Pass
SetWakeupTime Requested
SetWakeupTime Pass
GetWakeupTime Requested
GetWakeupTime Fail

AEAIAAAAAAAAAAK A AK XX

GetNextCount Requested
GetNextCount Not Test

KAAKIAAAXAKXAAXAXAAXAXh*X
Group

ColdReset Requested
ColdReset Not Test

Please note the following”



e Requested means this test point is requested to test in runtime environment.

e Pass means this test point is tested successfully in runtime environment.

o Fail means this test point is failed during runtime test, usually it causes
system hang.

o Not Test means this test point is not tested because some test point prior to it
causes system hang.

5.2.5.2 Port 80 Display

If the target machine under test has Port 80, the hex number displayed with Port80
can be used to trace the test case workflow. For every checkpoint, Port 80 will
display a unique hex number. Please refer to Appendix C for more details.

5.2.6 System Hang

5.3

SCRT validates the Runtime Services implementation in the runtime environment.
If some pointers are not converted, the system hangs. If the system hangs at Nth
checkpoint, the SCRT records the (N-1)th information in the test log file and
displays the corresponding hex number in Port 80. Using this relationship with the
enabled checkpoint sequences, users can find which checkpoint hangs.

How to Add SCRT Test Cases

SCRT is used to validate Runtime Services in a runtime environment. If a more
detailed test case for runtime services is needed, users may develop the required test
case, and add it to the SCRT infrastructure.

5.3.1 The Framework of SCRT Utility

SCRTDriver in the SCRT utility is responsible for performing the test cases. In
SCRTDr iver module, GUID definition for the checkpoints is declared in
Guid.hand Guid.c, and test cases are located in TestCase.c.

To extend the test coverage, the user can add the test cases in TestCase.c and
add the new GUID definitions in Guid.h/Guid.c.
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SCRTDriver\
| ----Guid.h
| ----Guid.c
| -—--TestCase.c
| -—--Debug.c
|--—--Print.c
| -—--SCRTDriver.c
| -—--SCRTDriver.h
| -—--SCRTDriver.inf

|----1a32
|--——-Dump.c
|--—-lo.c
|----1o.h
| -—--10Access.asm
| --—-Port80.asm
|--—-ipf
| -——--Dump.c
|----1o.c
|----1o.h
| -—--Port80.c
| ----x64
|-——-Dump.c
|--—-lo.c
|----l1o.h
| -—--10Access.asm
| -—--Port80.asm

Note: Guid.h/Guid.c declares GUID definition.

Note: TestCase.c consists of the test cases.

In TestCase..c, we allow for adding more checkpoints. For each new
checkpoint, the user needs to create a new GUID for it and declare it in
Guid.h/Guid.c.

5.3.2 Example: Adding a Test Case
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Because the call Runtime Service UpdateCapsule behaves differently for
different platforms—for example, a system reset—this checkpoint is not included in
TestCase.c as a common test case. Users can add a case in TestCase.c to
verify the service, per the example shown below.

Following is sample code to add the checkpoint in
EfiCapsuleTestVirtual (), TestCase.c:



Port80(xxx);

Status = VRT->UpdateCapsule (
XXXXX ,
XXXXX ,
XXXXX

):

RecordAssertion (
Status,
gSCRTAssertionGuidxxx,
"RT. UpdateCapsule — should be EFI_SUCCESS",
"%a:%d:Status - %r, Expected - %r',
__FILE__,
__LINE__,
Status,
EFI_SUCCESS

)

In addition, define gSCRTAssertionGuidxxx in Guide.h and Guide.c as
shown below:

In Guide.c:

EF1_GUID gSCRTAssertionGuidxxx =
EFI_TEST_SCRT_ASSERTION_xxx_GUID;

In Guide.h:
#define EFI_TEST SCRT_ASSERTION_ xxx_GUID \

{ XXXXXXXX, XXXX, XXxX, { XX, XX, XX, XX, XX, XX, XX,

XX ¥} ¥}

extern EFI_GUID gSCRTAssertionGuidxxx;
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A.l
Test Report Format

A summary of SCT test results is recorded into a test report file in CSV format. The
output information includes the number of passed and failed test assertions for each
executed test category, as well as detailed information for each executed test
assertion, passed or failed.

Below are the contents of a sample test report file:

“Self Certification Test Report”

“Service/Protocol Name™”,“Total”,“Failed”,“Passed”
“Boot Services Test\Event, Timer, and Task Priority
Services Test”,“16”,“0”,“16”

“Boot Services Test\lmage Services
Test”,*“121”,“1”,120”

“Driver Model Test\Driver Binding Protocol
Test”,“157,“1”,“14”

“Total 77 , ‘l15211 , ‘l211 , ‘l15011

“Index’,“Instance”,“lteration”,“Guid”,“Result”,“Title”
,“Runtime Information”,“Case Revision”,“Case Guid”
“3.1.2.1”,“0”,“0”,“3D3BEE76-3BE8-40DD-BD34-
C38AFE2BBDEB”, “FAIL”,“BS.Loadlmage() — Load image Tail
via LOAD FILE protocol”,“Status — Unsupported, TPL —
4> “0x00010000”,““256456BC-D9E1-476c-B4AD-BE37E53F7940”
“3.1.2.2”,“0”,“0”,“3D3BEE76-3BE8-40DD-BD34-
C38AFE2BBDEC”, “FAIL”,“BS.Loadlmage() — Load image Tail
via Device and File path”,“Status — Not found, TPL —
8’7,“0x00010000’,“256456BC-D9E1-476Cc-B4AD-BE37E53F7940”

“Index”,“Instance”,“lteration”,“Guid”,“Result”,“Title”
,““Runtime Information™,“Case Revision”,“Case Guid”
“3.1.1.17,“0”,“0”,““3D3BEE76-3BE8-40DD-BD34-
C38AFE2BBDEA” ,““PASS™,““BS.CreateEvent() — Create event
with invalid event type”,“Status — Invalid
parameter”,“0x00010000”,“75634025-6B30-4cc4-AC5C-
6D031AE4D74C”

When viewed in Microsoft Excel ®, the contents of the report file appear as shown
in Figure 31.
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T —— L e s e
A1 i & Self Certification Test Report
A B | ¢ | p [ & [ F 6 [ w [ 1 1 1=
1 |5elf Certifigation Test Report T e
2 |Service/ProtcTaotal Failed |Passed
3 |Boot Services 16 0/
4 Boot Services 192 ] 120 Hunber of passed assertions
5 [Driver Nadel 14 0 14
& |Total 152 2 150 Detail info of each failed assertion
7
& |Index Instance IteratiorGuid esult Title Funtime ICase ReviCase Guid
S| ] 0 3D3BEETE-FAIL BS. LoadInStatus - 0x0001000256456BC-D9E1 -47¢
e 1. 802 0 0 3D3BEETE-FAIL BS. LoadlnStatus - 0x0001000 256456800981 -47¢
it
12 |Index Instance IteratiorGuid Fesult Title Funtime ICase ReviCase Guid
13 3.1.1.1 ] 0 3D3BEET6-PASS BS. CreateStatus - 0x000100(75634025-6B30-dc.
13 Detail info of each passed assertion
16
17
18
19
20
21
29 bt
Mo HhL/ | ¥

Figure 31 Excel® File Containing Test Report in CSV Format.
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A.2
Test Category

Information on each test category that the EFI SCT Test Harness will need for
execution is provided using a category file in INI format. This file is created in the
Data subdirectory.

Below are the contents of a sample category file:

[Category Data]

Revision = 0x00010000

CategoryGuid = 7AB1E93F-B439-4e2e-B773-CA540CEBCFEF
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = Boot Services Test\Event, Timer,
and Priority Services Test

Description = Event, Timer, and Priority Services

Test. Related to EFIl Spec 5.1.

[Category Data]

Revision = 0x00010000

CategoryGuid = CC129459-A197-4c8F-9422-2441E88C559A
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = Boot Services Test\Memory
Allocation Services Test

Description = Memory Allocation Services Test.

Related to EFl Spec 5.2.

The CategoryGuid is the GUID of a corresponding test file. For user-defined
test cases, the GUID is defined when using the Black-Box or White-Box test
interface. The InterfaceGuid is made up of EFI Protocol GUIDs that are
currently in testing. For example, there are three GUIDs specially defined in the
EFI1 1.10 Specification for the EFI services.

Boot Services: EQEF7553-F833-4e56-96E8-38AE679523CC
Runtime Services: AFF115FB-387B-4c18-8C41-6AFC7F0O3BB90
Generic Services: 71652D04-BF38-434a-BCB8-6547D7FD8384

Using the category file, the list of test categories can be changed to suit your
requirements. For example, the current UEFI SCT release provides test cases for
testing protocol interfaces defined in the UEFI Specification. You can integrate
additional test cases for these depending on the EFI implementation on the target
platform. A sample category file is shown below. The highlighting marks the places
where the file can be modified.
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[Category Data]

Revision = 0x00010000

CategoryGuid = 7AB1lE93F-B439-4e2e-B773-CA540CEBCFEF
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = EF1 Spec\Boot Services
Test\Event, Timer, and Priority Services Test
Description = Event, Timer, and Priority Services

Test. Related to EFI Spec 5.1.

[Category Data]

Revision = 0x00010000

CategoryGuid = CC129459-A197-4c81-9422-2441E88C559A
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = EF1 Spec\Boot Services
Test\Memory Allocation Services Test

Description = Memory Allocation Services Test.

Related to EFI Spec 5.2.

[Category Data]

Revision = 0x00010000

CategoryGuid = {GUID of user-defined test}
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = User-defined\Boot Services
Test\Event, Timer, and Priority Services Test
Description = Event, Timer, and Priority Services

Test. Related to XXX design document.

[Category Data]

Revision = 0x00010000

CategoryGuid = {GUID of user-defined test}
InterfaceGuid = E9EF7553-F833-4e56-96E8-38AE679523CC
Name = User-defined\Boot Services
Test\Memory Allocation Services Test

Description = Memory Allocation Services Test.

Related to XXX design document.



A.3

SCRT Assertion Information

To accomplish a runtime service test, sometimes more than one step is required. For
example, to test GetVariable service, set a certain variable first, and then get it
to test. Encode the Port 80 number as XY. Here X stands for the runtime service
sequence and Y stands for the step sequence in this service test. Corresponding to a
unique Port 80 hex number, a unique GUID and the test description are printed out

to COM1/COM2.The relationship is shown in Table 11.

Table 11 shows the detailed information for each assertion in the UEFI SCRT tests.
It can be used by UEFI SCRT users as a case assertion reference.

Table 11. Test Case, Port 80 Display and Log file Relationship for Each

Assertion
Test Case Port80 GUID Assertion Test Description
Display
SetVariable | 11 Oxbff7e548, RT.SetVaria | calRT.SetVariable
0xf13a, ble - Setatest with the special name and
0x497¢ variable named Guid. And the variable is set
' UEFIRuntime | with 8 Bytes data size. The
Ox8e, 0x21, Variable, return status should be
Oxae, 0xc2, should be EFI_SUCCESS.
0x37,0xa6,  EF]_SUCCESS
Oxcc, Oxe3
12 0xf556b5ad, RT.SetVaria | calRT.SetVariable
Oxaace, ble - Clearatest  to clear the test variable. The
Ox4bfo variable named return status should be
' UEFIRuntime @ EFI_SUCCESS.
0xb7, 0x24, Variable,
Oxel, 0x29, ' ghould be
Oxee, 0x0, EFI_SUCCESS
Oxea, 0x37
GetVariable | 21 Oxd66e4aTf, RT.SetVaria @ calRT.SetVariable
0x6d54, ble - Setatest with the special name and
OxdccO variable named Guid. And the variable is set
' UEFIRuntime | with 8 Bytes data size. The
0xb9, 0x3b, Variable, return status should be
0xf6, 0x2f, should be EFI_SUCCESS.
0x48, 0x57, EF1_SUCCESS
0xab, Oxff
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Test Case

GetNextVari
ableName

Port80
Display

22

23

31

32

33

GUID

Oxaab5c5763,
0x36¢cd,
0x4f00,

0x84, 0x36,
0xf4, 0xa9,
0xd5, Oxaf,
0x12, Oxfb

Oxbac20972,
0x9662,
0x4f24,

0x8a, Oxac,
0x66, 0x41,
0x42, 0xb5,
0x6d, Oxde

0x8bcda7a3,
0x2848,
0x413d,

0xbf, 0x5, 0x7,

Oxel, 0x9,
0x8d, 0x42,
0xd2

0x67b4e72a,
0xc792,
0x4f74,

0x92, 0x1d,
Oxea, 0xb3,
0x66, Ox4f,
0x95, 0x3b

Oxdbb5195f,
0x3584,
0x427d,

Oxal, Ox68,
0x3f, 0x5e,
0x1d, 0x24,
0x3b, 0xb9

Assertion

RT.GetVaria
ble - Get the test
variable named
UEFIRuntime
Variable,

should be
EFI_SUCCESS

RT.SetVaria
ble - Clear a test
variable named
UEFIRuntime
Variable,

should be
EFI_SUCCESS

RT.SetVaria
ble - Setatest
variable named
UEFIRuntime
Variable,

should be
EFI_SUCCESS

RT.GetNextV
ariableName
- Get the next
variable name

should be
EF1_SUCCESS

/EF1_NOT_FO
UND

RT.SetVaria
ble - Clear atest
variable named
UEFIRuntime
Variable,

should be
EFI_SUCCESS

Test Description

CallRT.GetVariable

to get the test variable. The

return status should be
EFI_SUCCESS

call RT.SetVariable

to clear the test variable. The

return status should be
EFI_SUCCESS.

callRT.SetVariable
with the special name and
Guid. And the variable is set
with 8 Bytes data size. The
return status should be

EFI_SUCCESS.

Loop call
RT.GetNextVariabl

eName get the next
variable. The return status

should be
EFI_SUCCESS/EFI_N

OT_FOUND

call RT.SetVariable

to clear the test variable. The
return status should be

EFI_SUCCESS.
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Test Case

QueryVariabl
elnfo

GetTime

SetTime

SetWakeupT
ime

Port80
Display

41

51

61

62

71

GUID

0x8e75d9a9,
0x3c14,
0x4095,

Oxbe, 0x76,
Oxad, Oxcf,
0x55, Oxab,
0x8e, Ox6¢C

0Oxe8cd357a,
0xd254,
0x4f7b,

0x92, 0xc3,
0x23, Oxfd,
0x4d, 0xd6,
0xc0, Oxa3

0x6417f479,
O0xal74,
0x4614,

0x80, Oxcd,
0Oxe6, 0x96,
0x85, 0x8c,
0xd9, Oxfa

Oxd6a3c41la,
Oxe6cf,
0x42fc,

0xa0, 0x39,
0x68, 0xf8,
0x39, Oxbb,
0xbf, Oxe3

0xd6b952a9,
0x3d54,
0x4277,

0xbf, 0x60,
Oxab, Oxfb,
0x3, 0x71, Ox5,
0xd5

Assertion

RT.QueryVar
iablelnfo -
Query Variable
Information of the

platform should be
EFI_SUCCESS

RT.GetTime -

Get the current
time and date
information should

be
EFI_SUCCESS

RT.GetTime -

Get the current
time and date
information should
be
EF1_SUCCESS

RT.SetTime -
set the same time
as just got. should

be
EF1_SUCCESS

RT.GetTime -

Get the current
time and date
information should

be
EF1_SUCCESS

Test Description

Call
RT.QueryVariablel
nTo to query variable
information. The return status

should be EFI_SUCCESS.

Call RT.GetTime with
NULL capabilities. The

return status should be
EFI_SUCCESS.

Call RT .GetTime with
NULL capabilities. The
return status should be

EFI_SUCCESS.

Set time. The return status

should be EFI_SUCCESS.

Call RT .GetTime with
NULL capabilities. The
return status should be

EFI_SUCCESS.
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Test Case

GetWakeupT
ime

QueryCapsul
eCapabilities

UpdateCaps
ule

Port80
Display

72

81

91

Al

GUID

0x3f65c680,
Oxaeb1,
0x4830,

0xb3, 0xd1,
0xd7, 0xc9,
0x2a, Oxcd,
0x14, Ox8a

0x4611524b,
Oxbfd2,
0x42d4,

0x85, Oxa8,
0x9b, Oxf,

0xd1, Oxc6,
0x27, Oxd3

0x5c2chdb54,
0x1388,
0x4e87,

Oxab, Ox11,
0x2c, 0x12,
0x3d, 0x24,
0x5, Oxbd

0x9e39a3e3,
0xcbbb,
Ox4fcc,

0xb2, 0x21,
0x73, 0x24,
0x79, Oxf1,
0x21, Ox77

Assertion

RT.SetWakeu
pTime - Set
wakeup time in 1
hour later from

now on, should be
EFI_SUCCESS

RT.GetWakeu
pTime - Get the
current wakeup
alarm clock setting
information, should

be
EFI_SUCCESS

RT.QueryCap
suleCapabil
ities- Query
the capsule
capabilities with a
NULL
MaxCapsuleS
ize, should be
EFI_INVALID
_PARAMETER.

RT.UpdateCa
psule - Update
Capsules with 0
CapsuleCoun
T, should be
EFI_INVALID
_PARAMETER.

Because this case
brings on some
reset or update
flash behavior, it is
recommended
disable as default.
Users can
enhance this test
case for their own
test platform.

Test Description

Call
RT.SetWakeupTime to
set wake up time, the time is
1 hour later from now on.

The return status should be
EFI_SUCCESS.

Call
RT.GetWakeupTime to
get the current wake up time.

The return status should be
EFI_SUCCESS.

Call
RT.QueryCapsuleCa
pabilities to query the
capsule capabilities with a
NULL
MaxCapsuleSize. The
return status should be
EFI_INVALID_PARAM
ETER.

Call
RT.UpdateCapsule
with 0 CapsulleCount.
The return status should be
EFI_INVALID_PARAM
ETER.
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Test Case

GetNextHigh | Bl
MonotonicCo
unt

ResetSyste C1l

m

Cc2

C3

Port80
Display

GUID

0xda790cle,
Oxdchbf,
0x4cOe,

Oxaf, 0xf7,

0x46, 0x3a,
0xc4, 0x47,
0xbO0, Ox6e

0x1bc049bb,

0xc371,
Ox46¢cce,

0x8d, 0x98
Oxef, 0x56
0xc, 0x35
0x7f, Ox1
0Ox11a541a4,
0xf75d,
0x42e0,

0xa8, 0x97,
Oxe7, 0x92,
0xd4, 0x37,
0xc2, 0xfc

0xe5818568,
0x4723,

0x473f,

Oxbc, 0x8f,
0xb5, 0x86,
0x2e, 0xd2,
0x5e, Oxb1

Assertion

RT.GetNextH
ighMonotoni
cCount - First
get next high
monotonic

counter, should be
EFI_SUCCESS

RT.ResetSys
tem - Machine
should have code
reset! We should
never come here.

RT.ResetSys
tem - Machine
should have warm
reset! We should
never come here

RT.ResetSys
tem - Machine
should have shut
down! We should
never come here

Test Description

Call
RT.GetNextHighMon

otonicCount to get

next high monotonic counter.

The return status should be
EFI_SUCCESS.

RT.ResetSystem-
Machine should have code
reset! We should never come
here.

RT.ResetSystem-
Machine should have warm
reset! We should never come
here

RT.ResetSystem-
Machine should have shut
down! We should never
come here
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