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Agenda
·High-level description of Windows boot process

·Roles of different components involved

·Windows UEFI services usage

·Firmware Implementation points



Terms
·Pre-OS space = Boot environment

·Everything prior to ExitBootServices()

·Boot applications = Windows Boot applications

·Boot manager = Windows Boot manager

·Firmware boot manager = UEFI boot manager

·ESP = EFI system partition

·Location for Windows boot environment files



Typical Boot flow
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Boot Flow Screens
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Windows Boot manager (Bootmgr)
·Loads the Windows boot applications

·OS loader, Resume loader, memory tester

·Display boot menu and handles user to select

·Loads the BCD store to get a list of boot options

·Locate the OS loader on the device

·Load the appropriate OS loader into memory

·Transfer control to OS loader



Boot Configuration Data (BCD) store
·Stores configuration information required to boot

·Replaces legacy boot.ini (BIOS) and efinvr.exe (on 
Itanium)

·BCD is a container for BCD objects
·Each boot application is represented by a BCD object

·Object are identifed by GUIDs or aliases ({bootmgr}, 
{default})

·BCD object is a container of BCD elements

·Elements contain configuration setting for a boot 
application

·Located at (ESP)\EFI\Microsoft \Boot\BCD



Displaying Boot menu
·Boot manager looks under 

{bootmgr} BCD object

·2ÅÁÄÓ ȰÄÉÓÐÌÁÙÏÒÄÅÒȱ ÁÎÄ 
ȰÔÏÏÌÓÄÉÓÐÌÁÙÏÒÄÅÒȱ ÅÌÅÍÅÎÔÓ



Loading OS loader
·Boot entry provides the path to the loader

·ȰÄÅÖÉÃÅȱ ÁÎÄ ȰÐÁÔÈȱ ÅÌÅÍÅÎÔÓ ÉÎ ÔÈÅ "#$ ÓÔÏÒÅ

·Loading OS loader into memory

·Bootmgr understands the NTFS file system

·Locates file on the disk and reads it into memory



Windows OS Loader
·Load all files needed by the kernel to initialize

·Setup the execution environment for the kernel

·Terminate boot services

·Transfer control to the kernel



Loading OS binaries
·What files are loaded?

·Kernel + other kernel components required for 
ÉÎÉÔÉÁÌÉÚÁÔÉÏÎ ɉÎÔÏÓËÒÎÌȢÅØÅȟ ÈÁÌȢÄÌÌȟ ËÄÃÏÍȟ ȣɊ

·All drivers marked as boot start

·The system hive 

·Boot entry provides the path to the OS files

·"#$ ÅÎÔÒÙ ÈÁÓ ȰÏÓÄÅÖÉÃÅȱ ÁÎÄ ȰÓÙÓÔÅÍÒÏÏÔȱ ÅÌÅÍÅÎÔÓ



OS Environment Setup
·Setting up OS environment involves:
· Initializing page tables for kernel

·Performing architecture specific initialization

·Setting up runtime services to operate in virtual mode

·Kernel page table initialization
·OS loader executes in the paging context of the kernel

·Kernel address space built as files are loaded and mapped

·Architecture -specific initialization
·Allocate and initialize GDT for kernel

·Allocate the IDT (initialized by kernel)

·Allocate kernel stacks



Virtual Addresses for Runtime 
Services
·OS calls runtime services in virtual mode

·OS loader creates virtual address mappings for all 
runtime regions

·Informs the firmware of virtual address mappings

·SetVirtualAddressMap service is used

·Invoked after calling ExitBootServices()


