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UEFI 2.3.1 Specification Update -

A Authenticated Variable Update Changes

Security | A Key Management Service (KMS)

A Storage Security Command Protocol for
encrypted HDD

Network - A Netboot6 client use DUID  -UUID to report platform

identifier

New FC and SAS Device Path

FAT32 data region alignment

HII clarification & update

HIl Modal Form

Non - blocking interface for BLOCK oriented

devices

Interoperability

To B* P e P>

Performance

Technology - A USB 3.0

Maintenance - A User Identifier, etc.

UEFI 2.3.1 Enabling More Security Support




2.3.1 Auth. Variable Update

w Append operation for Auth. Variables incl. Signhature D e

w Timebased authenticated Variable
- Certificate chaining infrastructure
- Absolute time for rollback protection

EFlI VARIABLE AUTHENTICATION 2 ( variableName ,VendorGuid , Attributes
= n ] TimeStamp ! Data New_variable_content )
Current time i
Hashing Algorithm
EFI_CERT _TYPE PKCS7_GUID Digest

Encrypted Digest

DER-encoded PKCS #7 v1.5 SignedData

Better support servicing of UEFI Secure Boot in a large ecosystem with many a¢
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More 2.3.1 Security Updates

AKey Management Service (KMS)

- Services to generate, store, retrieve, and manage cryptographic

keys

- Based on remote key server, or local Hardware Security Module

(HSM), or software

A Storage Security Command Protocol

Send/receive security protocol defined data to/from mass storage devic:
Supports Seléncrypting driveg OPAL or eDRIVE

Used by OS bootloader to unlock encrypted partition(s)

Supported command set

- TRUSTED SEND/RECEATEBACS) System Security is
- SECURITY PROTOCOL IN/GB®4) CooperativeEndeavor
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Why Implement UEFI Secure Boot -’

A As OS becomes more resistant to attack the thre
targets the weakest element in the chain
A And 16bit Legacy Boot is not secure!

[

It should be no surprise that a TDL Gang botnet climbed intouihmer oneposition in
the Damballa Threat Repogt¢ 2 LI mn . 20y Sda 2F wHnanmno
effective behaviors of old viruses and kits. It combined techniques that have been effec
sincethedaysof 386 A G 2 LISNJ Ay 3 adaeaiosSvyaxz tA1S alla
newer malware techniques.
(from http://blog.damballa.con)

A Secure Boot based on UEFI 2.3.1 removes the Legacy
Threat and provides software identity checking at every
step of bootg Platform Firmware, Option Cards, and OS
Bootloader
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http://blog.damballa.com/

UEF| Secure Boot A

Extensive Improvement to UEFI 23

Aptatom secutyand yty .~ @
I Allows firmware to authenticate UEFI

Images, such as OS loader

T Ensures firmware drivers are loaded in
owner-authorized fashion

ATechnology includes: "’*'

I Driver signing, a means of embedding
digital signature of a UEFI executable,
verifying the signature from an
authorized source

T Authenticated variable service
T New Global defined variables
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I [

Enhanced by

UEFI Driver Slgnlng ~—T

’Authenticode Signature Format
Typical Windows PE PKCS#7
. . File Format e ntinio
A Adds pOIICy around UEFI and It@ 3 MS-DOS 2.0 Section Set to SPClndirectDataConten, ang
party image extensibility POE tF_ile “.e:‘dfl O o value
puonal neader L truct
i Security for OS loaders, apps, arfl 3 Windows Specific S
party drivers in system Fields Certificates
By . |Checksum Includes: 3
I Gives IT control around these X500 certificates for software
publisher's signature
executables Data Directories AX.509 certificates for timestamp
o signature (optional)
i Detects/prevents malware [Certificate Table
A Technology includes Section Table (Headers)| [ [
. - 1 QP ~ , o Section 1 Signerinfo
i { dzLJLJZ NI &3 2(2“[,R)é2 gwW-R aty zggc%nz "
A 4 X ¥ ¥ ncludes:
0 I R € a 7\ 3 y I u dZN‘B R I ujpj o I Sa Signedhash of contentinfo
- - - - blisherdescription and
i Policybased updates to list Section N el

Attribute Certificate Table Timestamp(optional)

I Authenticode* signature types bCertificate binary
(Windows Authenticode Portable Auth::t?gégzn;?ﬁ o Timestamp (optional
Executable Signature Format) 6\ . PCS#9 counteignature,
Stored as an unauthenticated
Remaining Content attribute, which includes:
. . . . _ ) Hashvalue of the Signerinfo
Extensible integrity architecture Objects omitted from the signature
Authenticode hash value UTC timestamp creation
Blue Objects describe the T time _

location of the imestampingauthority
Authenticode-related data SHnailie
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UEFI Authenticated Variables

A Counterbased authenticated
variable (UEFI 2.3)

T Uses monotonic count to against suspicious
replay attack ¢

T Hashing algorithng SHA256
T Signature algorithng RSA2048

/) Variable

Hashing Algorithm

A Timebased authenticated variable, ] Hashlwue prvate ey
(UEFI 2.3.1) > 231 . F v :
T Use EFI_TIME as rollback protection L Signature Algorithm *—%

mechanism -
T Hashing algorithnrgSHA256
T Signature algorithng X.509 certificate chains “ p 1
A Complete X.509 certificate chain
A Intermediate certificate support (neroot E—
certificate as trusted certificate. —
Digital Authenticated
Signature Variable
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Secure Boot Global Variablds

APK  -setting this variable moves the
machine fromnord S OdzZNBE Wa S
02 aSOdz2Ns 6220 Wdza
seltsigned.

AKEK - an authenticated variable
containing the public certificates of all
entities with permission to update the
allowed and forbidden databases



Global Variables cont.

A db - (Allowed)- an authenticated variable
containing public certificates of software signers.
Modules signed by these signers are allowed In
secure boot mode (user mode). Also can contain
hashes of allowed module hashes.

A dbx - (Forbidden) an authenticated
variable containing revoked signing certificates
and also hashes of forbidden modules



Global Variables cont.

A SetupMode - a readonly runtime
variable generated by the firmware, means PK |

set, 1 =setup, O = user mode (PK set, secure
boot on)

A SecureBoot - a readonly runtime
variable generated by the firmware, 1 = PK set
plus all conditions for Secure boot were met.
On some systems user can choose to suspend
SecureBoot checking, for example for recovery,
but stay in user mode. This flag informs the OS.



Agenda @

ANew Security Features of
UEFI 2.3.1

AUEFI Secure Boot

Almplementing a Secure
Boot Path with UEFI 2.3.1

ANext Steps
AQ&A

UEFI Plugfest i July 2011 www.uefi.org 14



OEM/IHV Guide to UEFI
Secure Boot

A The Five Elements of Secure

2.3.1

Boot Strategy:

1. UEFI Platform Firmware with 2.3.1 implemented
and backed by Strong Firmware Security Policies

2. Hardware protection of critical

security data

3. Coordination from IBV, IHV and ISV partners

4. UEFI Factory Provisioning

and Field Support Tools 2
5. Secure Firmware Update

1

|
T
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Element #1. UEFI Platform Firmware with 7”7
2.3.1 And Strong Firmware Security Policie

A UEFI 2.3.1 is an architectural specification

A But real security strength is in the policy
enforcement

A OEM-ACTION — Policy must loclout un-trusted
code including all legacy 4#t code

A But User Experience is key to acceptance:

I We ship lockedlown secure systems but how much
freedom should | give users to reconfigure?

I How does my Ul design minimize confusion from users
dza SR (2 af Saa aSOdz2NBE¢ a&aea
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Element #2: Hardware 7
Protection of Critical Data

A Hardware protection of the key database is integral to a
secure implementation

A OEM -ACTION — Work with your chipset provider and
IBV to implement strong protection of critical data

A~
N
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Element #3: Support from IBV, .~
IHV & ISV Partners

A OEM -ACTION — System ROM will need to contain UEFI
drivers for all onboard devices (and no legacy drivers)

A IHV -ACTION — Expansion cards will need Signed UEFI
drivers

A ISV -ACTION — Preboot software tools, for example
bootable recovery disk, will need to be Signed
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