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From BIOS to UEFI

ÅUEFI solves many problems for the IHV
ïRemove legacy memory & I/O limits

ïClean driver/protocol model

ïDesigned to reduce code size

ÅMove from 16-bit legacy to UEFI Driver 
Model for add-on drivers & OpROM
ïGeneric model for multiple architectures

ïDesigned to solve OEM, IBV & IHV problems
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²Ƙȅ {ǘŀƴŘŀǊŘǎ aŀǘǘŜǊ Χ

UEFI Plugfest ïJuly 2011 www.uefi.org 4

5ƻƴΩǘ ƭŜǘ ǘƘƛǎ 
happen to 

your product



UEFI ςTechnical Merits
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Best Practices for UEFI

Å{ƛƳǇƭŜ ǾŜǊǎƛƻƴ Χ ǳǎŜ ǘƘŜ ¦9CL ǎǇŜŎΗ
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Best Practices for UEFI

Å{ƛƳǇƭŜ ǾŜǊǎƛƻƴ Χ ǳǎŜ ǘƘŜ ¦9CL ǎǇŜŎΗ

Å{ƭƛƎƘǘƭȅ ƭƻƴƎŜǊ ǾŜǊǎƛƻƴ Χ

ïOnly use UEFI protocols

ïMake proper use of HII

ï5ƻƴΩǘ ƳŀƪŜ ƭŜƎŀŎȅ ŀǎǎǳƳǇǘƛƻƴǎ

ïTest against multiple UEFI platforms
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[ŜǘΩǎ Ǝƻ ǘƻ ǘƘŜ ¦9CL {ǇŜŎ Χ

UEFI 2.3.1, Pg. 17

ά²ƘŜƴ ¦9CL 
drivers and UEFI 
applications are 
loaded they have 
access to all 
UEFI-defined 
runtime and 
boot services. 
See Figure 2Φέ
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UEFI Driver Model

ÅbƻǘƛŎŜ ǘƘŜ ¦9CL 5ǊƛǾŜǊ ŘƻŜǎƴΩǘ ƘŀǾŜ 
ŀǊǊƻǿǎ ƎƻƛƴƎ ōŀŎƪ ǘƻ άǇƭŀǘŦƻǊƳ ƛƴƛǘέ

ÅUEFI Drivers only make use of Boot 
Services and Runtime Services

ïNo PI protocols

ïNo EDK protocols

ïNo CSM callbacks
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Calling these from 

UEFI drivers can be 

unpredictable é



{ǘƛŎƪƛƴƎ ǘƻ ǘƘŜ {ǇŜŎ Χ

OS

UEFI

BIOS (???)

Hardware
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This is not ñUEFIò.

BIOS could be based on 

UEFI/PI, UEFI/EDK, UEFI/ 

EDKII, DUET, é This is the 

standardized 

layer in the 

UEFI Spec 

(Boot/Runtime)



Use HII for User Interface

ÅHuman Interface Infrastructure (HII)

ïCƛǊƳǿŀǊŜ ϧ 5ǊƛǾŜǊǎ ǇǳōƭƛǎƘ ǘƻ ŀ άŘŀǘŀōŀǎŜέ

ï{ȅǎǘŜƳ ŦƛǊƳǿŀǊŜ ǳǎŜǎ ŀ ŎƻƳƳƻƴ άōǊƻǿǎŜǊέ

Å5ǊƛǾŜǊǎ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŎŀǊǊȅ ǘƘŜƛǊ ƻǿƴ ¦L

ÅOEMs get a consistent user experience

ïNo switching between multiple menus

ÅOEM & ODM branding happens in setup
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Use HII for User Interface
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HII

Questions, Data & Strings Localization, Input & Display



Mixing Legacy/UEFI OpROM

ÅMany UEFI drivers are 
packaged as an OpROM

ÅPCI spec allows multiple 
OpROMimages on a device

ïIncludes Legacy x86 & UEFI

ÅUEFI firmware sets platform 
policy for running OpROM
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Common OpROM Combos

Legacy ROM Only

¦9CL άƴŀǘƛǾŜέ OpROM

Legacy ROM + UEFI EBC OpROM

Legacy ROM + UEFI x64 OpROM

Legacy ROM + UEFI x64 + UEFI IA32
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OpROMά!ǿŀǊŜƴŜǎǎέ

Å¦9CL ŦƛǊƳǿŀǊŜ άǇƻƭƛŎȅέ Ŏŀƴ ŎƘŀƴƎŜ

ïExample: Run legacy OpROMor UEFI first?

ïIBV/OEM/ODM policy may be different

ÅDevelopers cannot assume that the UEFI 
firmware will run OpROMa certain way

ÅMake OpROM& driver code as platform 
independent as possible
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Driver/OpROM Execution

ÅUEFI Drivers & UEFI OpROMswill only be 
executed for devices in the boot path

ÅDifferent from legacy BIOS, where all 
OpROMsare executed on every boot

ïThis is a huge advantage for the boot time

ÅThe OS driver cannot assume the UEFI 
driver/OpROMhas been executed!
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aŀƪŜ ǎǳǊŜ ȅƻǳǊ h{ ŘǊƛǾŜǊ ǘŜŀƳ ǳƴŘŜǊǎǘŀƴŘǎ ǘƘƛǎ ŦŀŎǘ Χ



/ƘŜŎƪ ǘƘŜ ǎǇŜŎǎ Χ

ÅNew Driver Model protocols in UEFI 2.2

ïDriver Family Override (optional)

ïDriver Supported EFI Version (required)

ÅDevice configuses Driver Health protocol

ïIn UEFI 2.1+ DriverConfiguration and 
DriverConfiguration2 are depreciated

ÅAll this and more can be discovered in the 
UEFI Specificationat uefi.org
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http://www.uefi.org/specs/
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Common Driver Issues

ÅCalling non-UEFI protocols (PI & EDK)

ÅPoor handling of function returns

ïError returns & unsupported functions

ÅMisusing HII Database Protocols

ïManaging HII packs, generating UI elements

ÅάLƴŀǇǇǊƻǇǊƛŀǘŜ ¢ƻǳŎƘƛƴƎέ 

ïTrying to configure other platform hardware
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Focus: non-UEFI Protocols

ÅSome protocols come from specific 
ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎΣ ǎƻ ŘƻƴΩǘ ǊŜƭȅ ƻƴ ǘƘŜƳ

ï¦9CL ΗҐ 95Y Χ ¦9CL ΗҐ tL Χ ¦9CL ΗҐ /{a

ïCode to the spec, not an implementation

ÅOther UEFI protocols are optional

ïCheck to make sure protocols are installed 
before calling and handle errors gracefully
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Focus: Function Returns

ÅPer spec, if a service returns an error, 
the output parameters are undefined

ÅCheck the return code instead of just 
checking the output parameters

ÅUse return codes to verify protocols 
are installed
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Focus: Function Returns

ÅInvalid return values when calling 
RouteConfig () and 
ExtractConfig ()

ïExample: routine returns EFI_SUCCESS

when it is unsupported (incorrect)

ïBrowser reads EFI_SUCCESSvalue and 
tries to interpret an invalid return string

ÅResult: unknown behavior
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Focus: User Interface

ÅCheck if the Console is installed beforeuse

ïCheck for NULL pointer in the system table

ï²Ƙŀǘ ƛŦ ƛǘΩǎ ŀ ƘŜŀŘƭŜǎǎ ǎȅǎǘŜƳ όƴƻ ŎƻƴǎƻƭŜύΚ

ïAlways consider possibility of NULL pointers

ÅProper use of add/remove formsetpack

ïOnly update when something changes

ï¢ƘŜ ŦƛǊƳǿŀǊŜ ǿƻƴΩǘ ŎƘŜŎƪ ƛŦ ǎƻƳŜǘƘƛƴƎ ƛǎ 
different (too much overhead)
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Focus: User Interface

ÅAvoid direct user interaction
ïPublish protocols for firmware interaction
ïUse DriverHealth protocol for mandatory 

configuration or repair operations

Å5ƻƴΩǘ ŘƛǊŜŎǘƭȅ ƛƴǾƻƪŜ ǇƻǇǳǇ ǿƛƴŘƻǿǎ
ïFormsetelements such as InconsistentIF

can create conditions to trigger a popup

ÅRemember Χ ŘǊƛǾŜǊǎ ǇǊƻǾƛŘŜ ŦƻǊƳǎΣ ǘƘŜ ILL 
browser provides the user experience
ïLook & feel varies between platforms
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Focus: Inappropriate Touching

ÅConfigure yourƘŀǊŘǿŀǊŜ Χ
ŘƻƴΩǘ ŎƻƴŦƛƎǳǊŜ ǘƘŜƛǊǎ

Å̧ ŜǎΣ ǘƘƛǎ ǎŜŜƳǎ ƻōǾƛƻǳǎ Χ 
but it can be a problem

ÅUEFI encourages portable 
code, so making platform 
ŀǎǎǳƳǇǘƛƻƴǎ ŘƻŜǎƴΩǘ ǿƻǊƪ
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Debug Output: Old School
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0x03F8?

0x02F8?

0x80?

Byte?

Word?



Debug Output: New School
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0x03F8?

0x02F8?

0x80?

Byte?

Word?

5ƻƴΩǘ ŀǎǎǳƳŜ ƭŜƎŀŎȅ 
ports are available.



Example: Debug Output

ÅSome drivers try directly access hardware 
for debug output (USB, COM, Port 80)
ïProblem: hardware is already in use

ïResult: the driver breaks system output

ÅSolution: call standard output protocols
ïgST- >StdErr

ïMore flexible

ïWorks with new tools
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Example: PciIo Attributes

ÅAvoid enabling unsupported PCI attributes

ïPciIo - >Attributes

ïSupport is required from the PCI Controller, 
PCI-to-PCI Bridge and PCI Bus Controller for an 
attribute to properly take effect

ÅCheck platform attributes before enabling
EfiPciIoAttributeOperationSupported

ÅAvoid using EDK macros to enable devices
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Example: PciIo Attributes

ÅEFI_PCI_IO_ATTRIBUTE_ISA_IO_16

ÅEFI_PCI_IO_ATTRIBUTE_VGA_PALETTE_IO_16

ÅEFI_PCI_IO_ATTRIBUTE_VGA_IO_16

ÅEFI_PCI_IO_ATTRIBUTE_ISA_MOTHERBOARD_IO

ÅEFI_PCI_IO_ATTRIBUTE_ISA_IO

ÅEFI_PCI_IO_ATTRIBUTE_VGA_PALETTE_IO

ÅEFI_PCI_IO_ATTRIBUTE_VGA_MEMORY

ÅEFI_PCI_IO_ATTRIBUTE_VGA_IO

ÅEFI_PCI_IO_ATTRIBUTE_IDE_PRIMARY_IO

ÅEFI_PCI_IO_ATTRIBUTE_IDE_SECONDARY_IO

ÅEFI_PCI_IO_ATTRIBUTE_DUAL_ADDRESS_CYCLE
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Check platform attributes before enabling



Other Areas of Concern

ÅHooking periodic timers
Åat !ǿŀǊŜ /ƻŘŜ Χ ά¦ƴƭŜǎǎ ƻǘƘŜǊǿƛǎŜ 
ǎǇŜŎƛŦƛŜŘ ŀ ǇǊƻǘƻŎƻƭΩǎ ƳŜƳōŜǊ ŦǳƴŎǘƛƻƴ ƛǎ ƴƻǘ 
ǊŜŜƴǘǊŀƴǘ ƻǊ at ǎŀŦŜΦέ
ïMany firmware implementations will block this 

type of call to avoid reentrance issues

ÅUsing BrowserCallback () properly
ïThis is driver function intended to be called by 
ŀ ŎŀƭƭōŀŎƪ ƘŀƴŘƭŜǊ Χ ǿŜƛǊŘ ǘƘƛƴƎǎ Ƴŀȅ ƘŀǇǇŜƴ 
if other functions call it
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Summary

ÅThe UEFI Driver Model has multiple benefits 
over Legacy BIOS Option ROMs
ïRemoves legacy x86 hardware limitations
ïBased on well documented standards
ïDecoupling driver & OpROMfrom the UI

ÅCode to specification, not implementation
ÅTest against multiple UEFI implementations
Å¢Ƙƛǎ ǇǊŜǎŜƴǘŀǘƛƻƴ ƛǎ ƻƴƭȅ ǘƘŜ ōŜƎƛƴƴƛƴƎ Χ 

check uefi.orgfor more information
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Relevant UEFI Spec Sections

Based on UEFI 2.3.1 Specification
Å2.5.1 Legacy Option ROM Issues 
Å10 Protocols ςUEFI Driver Model
Å13.4.2 PCI Option ROMs
Å20 EFI Byte Code Virtual Machine
Å28 HII Overview
Å29 HII Protocols
Å30 HII Configuration Processing and

Browser Protocol
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Thanks for attending the 
UEFI Summer Plugfest2011

For more information on 
the Unified EFI Forum and 
UEFI Specifications, visit 
http://www.uefi.org

presented by
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.ǳǘ ǿŀƛǘΣ ǘƘŜǊŜΩǎ ƳƻǊŜ Χ
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Wed
(July 6)

ωUEFI State of the Union (10:30am, Intel)

ωImplementing a Secure Boot Path with UEFI 2.3.1 (1:00pm, Insyde)

ωUEFI SCT Overview (2:30pm, HP/Intel)

Thu
(July 7)

ωReplacing VGA: GOP Implementation in UEFI (10:30am, AMD)

ωUEFI prototyping using a Windows-hosted UEFI environment (1:00pm, 
Phoenix)

Fri
(July 8)

ωBest Practices for UEFI Option ROM Developers (10:30am, AMI)

Download presentations after the plugfestat www.uefi.org

http://www.uefi.org/

