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From BIOS to UEFI

AUEFI solves many problems for the IHV
I Remove legacy memory & I/O limits
I Clean driver/protocol model
I Designed to reduce code size

AMove from 16bit legacy to UEFI Driver
Model for addon drivers &OpROM

I Generic model for multiple architectures
I Designed to solve OEM, IBV & IHV problem
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UEFI ¢ Technical Merits

Industry Cbased Removes

Standard Coding Legacy
Limits

no dependency
180+ modern tools on 16bit 86

members design
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Best Practices for UEFI -

AlAYLIE S OSNAAZY X



Best Practices for UEFI @

Al AN YL S OSNRAZY X

Al f ATIKGf & f2y3ISNI
I Only use UEFI protocols
I Make proper use of HlIl
iI52y Q0 YIF1S fS3FoOe
| Test against multiple UEFI platforms



UEFI 2.3.1, Pg. 17
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UEFI Driver Model

Ab20A0OS UKS !'9CL
F NNRga 3IF2Ay3 o OF

AUEFI Drivers only make use of Boot
Services and Runtime Services

Calling these from

I No EDK prOtOCOls ------------ — UEFI drivers can be
unpredictable
i No CSM callbacks
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This is not
' BIOS could be based on
UEFI/PI, UEFI/EDK, UEFI/
' EDKI | DUET,

This is the
standardized
layer in the
. UEFI Spec
. (Boot/Runtime) |

Hardware
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Use HIl for User Interface

AHuman Interface Infrastructure (HII)
ITCANNGI NB 3 5NAROSNE |
i{83a0SY FANNGIF NB dzaS:

ASNAOSNE R2y QiU KI @S

AOEMs get a consistent user experience
I No switching between multiple menus

AOEM & ODM branding happens in setup



se HIl for User Interface
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Questions, Data & Strings
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Mixing Legacy/UEFI OpROM @

o
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AMany UEFI drivers are
packaged as aOpROM

APCI spec allows multiple
OpROMmages on a device

I Includes Legacy x86 & UEFI

AUEFI firmware sets platform
policy for running@DpROM

www.uefi.org



Common OpROM Combos @

© Legacy ROM Only

© 9CL daGpRAM OS ¢

® Legacy ROM + UEFI EBfROM
@ Legacy ROM + UEFI xBgROM
> Legacy ROM + UEFI x64 + UEFI

|||||||||||||||||||||||



OpROM A ! g NBY S a B

Al 9CL FTANNXGI NB GLI2T
I Example: Run lega®pROMor UEFI first?
I IBV/JOEM/ODM policy may be different

ADevelopers cannot assume that the UEF
firmware will runOpROMa certain way

AMake OpROM. driver code as platform
iIndependent as possible



Driver/OpROM Execution

AUEFI Drivers & UEBpROMswill only be
executed for devices In the boot path

A Different from legacy BIOS, where all
OpROMsare executed on every boot

I This is a huge advantage for t

ne boot time

AThe OS driver cannot assumnm

e the UEFI

driver/OpROMNMnhas been executed!
aI- 1S adz2NB @2dz2NJ h{ RNRMARGS




/| KSO1 0KS &aLuLesd

A New Driver Model protocols in UEFI 2.2
I Driver Family Override (optional)
I Driver Supported EFI Version (required)

A Deviceconfiguses Driver Health protocol

I In UEFI 2.1®PriverConfiguration and
DriverConfiguration2 are depreciated

A All this and more can be discovered in the
UEFI Specificaticat uefi.org

click me é c¢cli ck me ¢é
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Common Driver Issues

A Calling norJEFI protocols (Pl & EDK)

APoor handling of function returns

I Error returns & unsupported functions
AMisusing HIl Database Protocols

I Managing HIl packs, generating Ul element:
AG LYl LILINR LINA s US ¢ 2 dz

I Trying to configure other platform hardware



Focus: non-UEFI Protocols @

A Some protocols come from specific
AYLI SYSYOlFrGgA2yasz a:
i'9CL HI 95Y X !9CL
I Code to the spec, not an implementation

AOther UEFI protocols amptional

I Check to make sure protocols are installed
before calling and handle errors gracefully

|l YR oKAES 6SQNDB
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Focus: Function Returns

APer spec, if a service returns an erroi
the output parameters are undefined

ACheck the return codastead of just
checking the output parameters

AUse return codes toerify protocols
are installed



Focus: Function Returns

Alnvalid return values when calling
RouteConfig () and
ExtractConfig ()

I Example: routine returnkEFl_ SUCCESS
when it Is unsupported (incorrect)

I Browser read&FlI SUCCESSvalue and
tries to interpret an invalid return string

AResultunknown behavior IR\

Vs TN
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Focus: User Interface

A Check if the Console is installedforeuse
I Check for NULL pointer in the system table

i2KIFG AF AlGQa |
I Always consider possibility of NU
A Proper use of add/removirmset

KSIFRf S
_L pointers

pack

I Only update when something changes

T¢KS TANNGI NB 42
different (too much overhead)
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Focus: User Interface

A Avoid direct user interaction
I Publish protocols for firmware interaction

I UseDriverHealth  protocol for mandatory
configuration or repair operations

A52y Qi RANBOUf & AyO@d2]

I Formsetelements such akconsistentlF
can create conditions to trigger a popup

ARemembeiX RNA OSNA LINE DA
browser provides the user experience

I Look & feel varies between platforms



Focus: Inappropriate Touching@
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AConflgureyourK F NR & I D
R2 YV Qi ozyTA 3 d

A SazZ UGKAA asSs
but it can be a problem

AUEFI| encourages portable
code, so making platform
FdadzYLIWOAZ2Y A R
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Debug Output: Old School <
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Debug Output: New School

52yQi | 44

ports are available.
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Example: Debug Output @:‘

ASome drivers try directly access hardwar
for debug output (USB, COM, Port 80)

I Problem:hardware is already in use
I Result: the driver breaks system output

A Solution:call standard output protocols

I gST->StdErr

I More flexi
T Works wit

UEFI Plugfest i July 2011
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Example: Pcll

A Avoid enabling
I Pcilo - >Attri

0 Attributes

unsupported PCI attributes
outes

I Support Is rec

uired from the PCI Controller,

PCito-PCI Bridge and PCI Bus Controller for ar
attribute to properly take effect

A Check platform attributes before enabling
EfiPciloAttributeOperationSupported

A Avoid using EDK macros to enable devices



Example: Pcilo Attributes

A EFI_PCI 10 ATTRIBUTE_ISA |10 16

A EFI_PCl IO ATTRIBUTE_VGA PALETTE 10 16

A EFI_PCl IO ATTRIBUTE_VGA 10 16

A EFI_PCI |10 ATTRIBUTE_ISA MOTHERBOARD |0
A EFI_PCI IO ATTRIBUTE_ISA 10

A EFI_PCI |10 ATTRIBUTE_VGA PALETTE IO

A EFI_PCl |10 ATTRIBUTE_VGA MEMORY

A EFI_PCI 10 ATTRIBUTE_VGA IO

A EFI_PCI 10 ATTRIBUTE_IDE_PRIMARY |0

A EFI_PCI 10 ATTRIBUTE_IDE_SECONDARY IO

A EFI_PCI |10 ATTRIBUTE_DUAL_ADDRESS CYCLE

Check platform attributes before enabli



Other Areas of Concern

A Hooking periodic timers

Aat | 61 NBa!/ywRSa &X 2 0 KS
aLJSO)\T)\SR | LJNEUQOZf
NESYUNIyd 2N at al ¥S

I Many firmware implementations will block this
type of call to avoid reentrance issues
A UsingBrowserCallback () properly
I This Is driver function intended to be called by
I Ol ttol Ol KFYyRt SNJ X
If other functions call it
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summary

A The UEFI Driver Model has multiple benefits
over Legacy BIOS Option ROMs

I Removes legacy x86 hardware limitations
| Based on well documented standards
I Decoupling driver &pROMrom the Ul
A Code to specification, not implementation
A Test against multiple UEFI implementations

ACKAA LINBaSyualragAz2zy Aa
checkuefi.orgfor more information



http://www.uefi.org/

Relevant UEFI Spec Sections

Based on UEFI 2.3.1 Specification
A25.1 Legacy Option ROM Issues

A 10 Protocolsc UEFI Driver Model
A13.4.2 PCI Option ROMs

A 20 EFI Byte Code Virtual Machine
A28 HIl Overview

A 29 HIl Protocols

A 30 HII Configuration Processing and
Browser Protocol
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Thanks for attending the
UEFI Summd?lugfesi2011

For more information on
the Unified EFI Forum and
UEFI Specifications, visit
http://www.uefi.org

= American
—=——= Megatrends
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Download presentations after thglugfestat www.uefi.org
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