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A Firmware Update
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Introduction



Firmware Challenges in the Cloud

A Design constraints for the Compute i
A Physics challenge?
A How to deploy the compute engine?
A How to manage the compute?

A Key Cloud Firmware Challenges
Firmware Updates

Bare Metal Provisioning

Security

Tools & Diagnostics

A
A
A
A
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Why UEFI?

Mostly writtenin C.

High code re-use.

CPU Architecture
independent. Platform
design flexibility.

Emphasis on
Specifications.
Standards compliance.

Secure boot solves
“trust” related system
integration challenges. y

Better platform
scaling. For e.g. removes
shadow ROM limits.
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Pre-boot Networking.
Ipv4, Ipv6, PXE,
VLAN, iSCSI etc.

Storage.
GPT removes 2.2 TB
MBR restriction.

UEFI shell improves
pre-boot testing &
diagnostics experience.




Specification & Tianocore.org Timeline

\

Specifications

\

Implementation

-

UEFI 2.0

UEFI 2.1

http://uefi.org

UEFI 2.2

Shell 2.0

2008

UEFI 2.3
Pl1.2

Packaging 1.0

2009

SCT UEF
2.1

UEFI231

UEFI 2.4

ACPI 5.1

2011-

SCT UEFI

2.3

\

.

EDK 1.01:

UEFI 2.0

SCT

EDK 1.04:
UEFI 2.1

P11.0

Pl11.0

http://tlanocore.orq

EDK II*:
UEFI 2.1+

P11.0

SourceForge.net

EDK 1.06:
UEFI 2.1+
Pl 1.0
UDK2010: UDK2010.
UEFI 2.3 SRx
Pl 1.2 UEFI 2.3.1+
Pl 1.2+

All products, dates, and programs are based on current expectations and subject to change without notice.



http://uefi.org/
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Building UEFI

Industry Standards Compliance
« UEFI 2.0, UEFI 2.1, UEFI 2.2, UEFI 2.3, UEFI2.4; PI1 1.0, Pl 1.1, Pl 1.2, PI1.3; ACPI 5.1

Extensible Foundation for Advanced Capabilities
* Pre-OS Security

* Rich Networking

* Manageability

Support for UEFI Packages

* Import/export modules source/binaries to many build systems

Maximize Re-use of Source Code**

* Platform Configuration Database (PCD) provides “knobs” for binaries
* ECP provides for reuse of EDK1117 (EDK ) modules

* Improved modularity, library classes and instances

* Optimize for size or speed
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Multiple Development Environments and Tool Chains**
* Windows, Linux, OSX
« VS2003, VS2005, WinDDK, Intel, GCC

Fast and Flexible Build Infrastructure**
* 4X+ Build Performance Improvement (vs EDKI)
» Targeted Module Build Flexibility

Maximize the open source at www.tianocore.org



FiIrmware Updates



Firmware Update Challenges

A Components from multiples vendors

A Delivering firmware

A Different types of devices
A Recovery from failures
A Node equivalence across datacenter

ASecuplty e clrbl

;. ote: BMC based FW updates not covered here
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