
presented by

Out of Band BIOS Remote 
Management

UEFI US Fall PlugfestςSeptember 20 - 22, 2016
Presented by Matthew Krysiak(AMI)

UEFI Plugfest ïSeptember 2016 www.uefi.org 1

Updated 2011-06-01



Agenda

ÅIntroduction

ÅUEFI Building Blocks

ÅCreating a Solution

ÅDemo

ÅCall to Action

UEFI Plugfest ïSeptember 2016 www.uefi.org 2



Introduction
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ÅCorporations need methods to configure 
and deploy many systems on their network

ÅCurrently, configuring the firmware, 
updates and OS Deployment can be: 
ïAnnoying
ïTime consuming 
ïCan cause costly downtime
ïMay require operating system based tools
ïDifficulty rises with the number of systems
ïEach system requires individual attention

ÅCurrent industry solutions are proprietary 
and do not offer a unified solution for 
multiple hardware vendors

Introduction



Update 
Avialble

Industry Needs

ÅBut the ecosystem is missing:
ïBare metal 
ïRemote configuration
ïRemote firmware update
ïSecurity
ïScalability
ïMigration 
ïCloning
ïScripting
ïSolution for system with and 

without  BMC



Industry Standard Initiative

ÅCombining several industry standards together 
offers a highly manageable solution:
ïUEFISpecification from http://uefi.org/
ïREST{ƻŦǘǿŀǊŜ !ǊŎƘƛǘŜŎǘǳǊŀƭ άǎǘȅƭŜέ ŦǊƻƳ 

http://www.w3.org
ïJSONis a data-interchange format from 

http://www.json.org/
ïoData(opendata protocol) that defines the best 

practice for building and consuming RESTful APIs 
from OASIS.
ïRedfishfrom https://www.dmtf.org/

http://uefi.org/
http://www.w3.org/
http://www.json.org/
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=odata
https://www.dmtf.org/standards/redfish


What is REST?

ÅREpresentationalState Transfer
ÅScalable Software Architectural 
άǎǘȅƭŜέ

ÅStandardized operations 
(RESTful Interface)
ïHTTP GET, POST, PUT, and DELETE
ïPractical implementations add 

HTTP PATCH, HEAD

ÅStandardized operands (nouns)
ïResources uniquely identified by 

URIs

ÅStateless, atomic operations
ïNo client/application context 

stored server

https://support.xmatters.com/hc/en-us/article_attachments/202054405/json-rest3_1_.png
https://support.xmatters.com/hc/en-us/article_attachments/202054405/json-rest3_1_.png


What is JSON?

ÅJava Script Object Notation
ÅLightweight data-

interchange format
ïEasy for humans to read and 

edit
ïEasy for machines to parse 

and generate

ÅMuch smaller grammar than 
XML
ï·a[ ƎƻƻŘ ŦƻǊ άŘƻŎǳƳŜƴǘǎέ
ïW{hb ōŜǘǘŜǊ ŦƻǊ άŘŀǘŀ 
ǎǘǊǳŎǘǳǊŜǎέ ǳǎŜŘ ƛƴ 
programming languages

{JS   N}



What is oData?

ÅOpen Data Protocol (oData) is an open 
protocol which allows the creation and 
consumption of query-able and 
interoperable RESTFulAPIs in a 
standard way
ÅMicrosoft initiated oDatain 2007
ïVersion 1/2/3 defined by MS
ïVersion 4+ moved to OASIS

ÅMultiple open source projects available 
to support oDatabased schemas
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What is Redfish? 

ÅArchitectural successor to previous manageability 
interfaces

Å Industry Standard
ïDMTF* Scalable Platforms Management Forum 

(SPMF)
ïwww.dmtf.org/standards/redfish

Å Technology for Management Controller (BMC) to 
expose RESTful interface for management clients 

ÅRedfish allows RESTful interfaces:
ï JSON format
ï Secure (HTTPs)
ïMulti-node and aggregated rack-level servers 

capable
ïSchema-backed, human readable output

ÅUEFI firmware communicates with BMC using Redfish 
standard for typical BIOS-BMC data exchange
ï For systems without BMC, network communication 

with an oDataserver can be done instead

http://www.dmtf.org/standards/redfish


UEFI Building Blocks
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UEFI Highlights

ÅNetwork Stack
ÅUNDI / SNP / MNP / IPV4 / IPV6 

/ TCP / UDP / ARP / DHCP
ÅDNS (IPv4 / IPv6)
ÅHTTP (IPv4 / IPv6)
ÅTLS (for HTTPs)
ÅHTTP Boot Wire Protocol

ÅEFI REST Protocol support
ÅUEFI Configuration Language 

Keywords



UEFI Native HTTP(S)

ÅHTTP Support
ïNative support for HTTP

ÅHTTPS Support
ïNative support for secure data transfer through HTTPS

ÅBoth can be used to transfer data and go to specific URIs



BIOS REST Support

Å New in UEFI v2.5, EFI_REST_PROTOCOLinterface to communicate 
with REST servers

Å Uses EFI_HTTP_UTILITY_PROTOCOLto build/parse HTTP headers
Å Standard pre-boot access to a RESTful API and Redfish like interface:
typedefstruct_EFI_REST_PROTOCOL {

EFI_REST_SEND_RECEIVE SendReceive; // Provides an HTTP-like interface to send and receive resources from a REST service.
EFI_REST_GET_TIME GetServiceTime; // (Optional) Returns the current time of the REST service.
} EFI_REST_PROTOCOL;

typedef EFI_STATUS  (EFIAPI *EFI_REST_SEND_RECEIVE)(
IN EFI_REST_PROTOCOL *This,
IN EFI_HTTP_MESSAGE *RequestMessage,
OUT EFI_HTTP_MESSAGE *ResponseMessage);

Å Abstracts the communication to application/driver that wants to use 
the REST service.

Å The EFI_REST_PROTOCOL Instance can be installed for in-band 
communication with BMC as well as instance for communicating via 
Network with oDataServer. 



UEFI Configuration Language 
Keywords (Mapping Language)
ÅUEFI 2.5 recommends representing questions by 

configuration language

ÅUnique keywords defined in a separate configuration 
ƭŀƴƎǳŀƎŜ ŦƻǊ ŜŀŎƘ ǉǳŜǎǘƛƻƴΩǎ ǇǊƻƳǇǘ ŦƛŜƭŘ

ÅThese question keywords are unique strings and 
allow identification of the questions

ÅGeneric drivers can implement support by using the 
άȄ-¦9CLέ [ŀƴƎǳŀƎŜ

ÅCan be used to transfer question details in JSON 
format for Redfish based configuration



Creating a Solution
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OOB Firmware Configuration: 
Introduction

ÅBIOS Firmware Configuration are traditionally done in-band 
in the BIOS environment or using OS tools

ÅThe configuration is stored in NVRAM as blob of Binary data
ïConfiguration data now needs to be properly matched with 

individual setup questions

ÅOOB Firmware Configuration allows configuring the BIOS 
firmware remotely via a Management Controller using 
Redfish

ÅWith the following considerations
ïRedfish compliant configuration representation
ïConfiguration need be managed independent of BIOS versions 
ïConfiguration can  be maintained for different system models



UEFI Configuration Language Keywords 
(Mapping Language)

#1 Retrieve the 

Platform Exported Data

#2 Search token 

with the keyword in 

the configuration 

language  (e.g

EnableXYZ in x-

UEFI or x-AMI)

#3 After finding 

token #33 search 

the associated 

IFR opcodes for 

prompt which 

refers token #33.

#4 Once the 

IFR question is 

found use that 

questions value 

to read or write.


