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Introduction

A Corporations need methods to configure
and deploy many systems on their network

A Currently, configuring the firmware, oy
updates and OS Deployment can be:
I Annoying
I Time consuming
| Can cause costly downtime
I May require operating system based tools
|
|

Difficulty rises with the number of systems
Each system requires individual attention
A Current industry solutions are proprietary

and do not offer a unified solution for
multiple hardware vendors



Industry Needs

A But the ecosystem is missing:

I
I Remote configuration

I Remote firmware update
| Security
|
I Migration
| Cloning
| Scripting s
| Solution for system Wlt

Bare metal

Scalability

without BMC



Industry Standard Initiative

A Combining several industry standards together
offers a highly manageable solution:

I UEFISpecmcatlon fronittp://uefi.org/
iREST2F 046 N5 ! NOKA USOU dzNd
http://www.w3.0rg

I JSONs a datainterchange format from
http://www.|son.org/

I oData(opendata protocol) that defines the best
practice for building and consuming RESTful APIs

from OASIS
I Redfishfrom https://www.dmtf.org/



http://uefi.org/
http://www.w3.org/
http://www.json.org/
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=odata
https://www.dmtf.org/standards/redfish

What iIs REST?

A REpresentational¥ate Transfer

A Scalable Software Architectural
daGgef S¢ JSON / REST / HTTP

A Standardized operations .
(RESTful Interface) Client

i HTTP GET, POST, PUT, and DELETE
I Practical implementations add

[{"city": "Paris", "units"; "C"}]

Server

HTTP PATCH’ HEAD HTTP POST . JSON Iservice/weather
. esponse
A Standardized operands (nouns) N 7 st

i Resources uniquely identified by IR 6", "igh "2 gi]

URIs

A Stateless, atomic operations

I No client/application context
stored server


https://support.xmatters.com/hc/en-us/article_attachments/202054405/json-rest3_1_.png
https://support.xmatters.com/hc/en-us/article_attachments/202054405/json-rest3_1_.png

What 1s JSON?

A JavaScript Object Notation

A Lightweight data
Interchange format

I Easy for humans to read and

edit
I Easy for machines to parse J S 0 N
and generate
A Much smaller grammar than{
XML

i-al[ F22R ¥T2NJ aR20dz¥Sydat
I W{ hb 0OSUUSNI F2NJL aRI O

30 NHzZOG dzZNB &aé¢ dzaASR AY
programming languages



What isoData?

A Open Data ProtocobDatg is an open
protocol which allows the creation and
consumption of quenable and
iInteroperableRESTFW#PIS in a
standard way

A Microsoft initiatedoDatain 2007
I Version 1/2/3 defined by MS
I Version 4+ moved to OASIS

A Multiple open source projects available
to supportoDatabased schemas
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What is Redfish?

A Architectural successor to previous manageabilit
interfaces
A Industry Standard
I DMTF* Scalable Platforms Management Foru
(SPMF)
I www.dmtf.org/standards/redfish
A Technology for Management Controller (BMC) to
expose RESTful interface for management clients
A Redfish allows RESTful interfaces:
I JSON format
I Secure (HTTPS)
I Multi-node and aggregated rad&vel servers
capable
I Schemabacked, human readable output
A UEFI firmware communicates with BMC using Redf
standard for typical BIOBMC data exchange
I For systems without BMC, network communicati
with anoDataserver can be done instead



http://www.dmtf.org/standards/redfish

UEFI Building Blocks
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UEFI Highlights

A Network Stack

AUNDI / SNP / MNP / IPV4 [ IF
/| TCP /UDP / ARP / DHCP

ADNS(IPv4 / IPv6)
AHTTRIPv4 / IPv6)
ATLSfor HTTPs)
AHTTMBoot Wire Protocol — Hf . ‘

A EFI REST Protocol support

A UEFI Configuration Langua
Keywords




UEFI NativiHTTP(S)

A HTTP Support
I Native support for HTTP

A HTTPS Support
I Native support for secure data transfer through HTTPS

A Both can be used to transfer data and go to specific URIs




BIOS REST Support

A New in UERI2.5,EFI_REST PROTOGO@rface to communicate
with REST servers

A UsesEFI_HTTP_UTILITY_PROT@CKMild/parse HTTP headers

A Standardpre-boot accesgo a RESTflMlPI and Redfish like interface:

typedefstruct_EFI_REST_PROTOLOL
EFI_REST_SEND_RECHMIReceivé# Providesan HTTRike interface to send and receikesourcesrom a REST service.
EFI_REST_GET_TB&EServiceTimé/ (Optional) Returns the current time of the REST service.
}EFI_REST_PROTOCOL;

typedef EFI_STATUS (EFIAPI *EFI_REST_SEND_RECEIVE)(
INEFI_REST_ PROTOCKDis*
INEFI_HTTP_MESSA®EduestMessage
OUTEFI_HTTP_MESSABESponseMessage

A Abstracts the communication to application/driver that wants to use
the REST service.

A TheEFI REST PROTOQ@®tance can be installed for-band
communication with BMC as well as instance for communicating via
Network withoDataServer.



UEFI Configuration Language .~

Keywords (Mapping Language

A UEFI 2.5 recommends representing questions by
configuration language

A Unigue keywordglefined ina separate configuration
f Fy3dzr 3S F2NJ S| OK 1j dzSa (7

A These question keywords are unique strings and
allow identification of the questions

A Geperic drivers can implement support by using the
GE9CLE [Fy3Adz 38

A Can be used to transfer question details in JSON
format for Redfish based configuration



Creating a Solution
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OOB Firmware Configuration: .~
Introduction

A BIOS Firmware Configuration are traditionally donband
In the BIOS environment or using OS tools

A The configuration is stored in NVRAM as blob of Binary dat

I Configuration data now needs to be properly matched with
Individual setup gquestions

A OOB Firmware Configuration allows configuring the BIOS
firmware remotely via a Management Controller using
Redfish

A With the following considerations
I Redfish compliant configuration representation
I Configuration need be managed independent of BIOS versions
I Configuration can be maintained for different system models



UEFI Configuration Language Keywordg
(Mapping Language)

#3 After finding #1 Retrieve the

token #33 search Platform Exported Data
the associated

IFR opcodes for

prompt which

refers token #33.

#2 Search token
with the keyword in
the configuration

language (e.g
74 Once t.he - EnableXYZ in x-
IFR question Is

found use that UEFI or x-AMI)

guestions value
to read or write.



