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4 Steps to WU (FW Perspective)

* Create the capsule binary payload
* Create the Windows system file (.inf)

* Package and sign WU deliverables (.bin and
.inf)

— If using HLK, this is a .hlkx. Otherwise, use
attestation signing on .cab

* Publishing to Windows Update
* NOTE: This will be required for 10 in S mode
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Growing a Capsule, Inside Out

8

e Start with a payload
 Tools available on GitHub

—Links at end of section [ e ]
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Growing a Capsule, Inside Out
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* [Optional Step] Use
GenMsPayloadHeader.exe —
to set Version, LSV, etc.
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Growing a Capsule, Inside Out

* Use GenFmplmageAuth.py
and the capsule driver
signing cert to sign capsule —

* This signature is for the —
capsule framework, not )
Windows. It will be
evaluated by the FMP driver
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Growing a Capsule, Inside Out

* Use GenFmpCap.exe to

wrap the signed payload (] \
with a GUID that indicates at (e
which driver it is targeted ——

 This GUID is the one [ °
declared in the ESRT (and RS ) )
inf file)
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Growing a Capsule, Inside Out

8

 Use GenFv.exe to wrap the /" oo rmom] O\

FMP payload in a capsule (e )
wrapper ()
* This wrapper uses ——
the gEfiFmpCapsuleGuid to % :
indicate it should be

processed by the framework
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Growing a Capsule, Inside Out
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¢ Et VOi I a soe / EFI_CAPSULE_HEADER \

* This binary payload is now | [ ===
ready for WHQL signing
(once we pair it with an )
inf and .cat file)
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To .INFinity, and beyond

* Use CreateWindowsCapsule.py to generate the

Windows .inf file to accompany the binary
payload

— Does not consume the payload, but the name
parameter must match

* This utility will also create a .cat file and test-
sign it (with .pfx specified in parameters) for
validation on test machine [optional for .cab
attestation sighing]
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Tools on GitHub

MS_ UEFI/MsSampleFmpDevicePkg/Tools/ - Build Process and

Windows Tools
https://qithub.com/Microsoft/MS UEFI|/tree/share/MsCapsuleSupport/MsSampleFmpDevicePkag/Tools

MS UEFI/MsSampleFmpDevicePkg/Tools/GenTools/ - Capsule

Binary Payload Generation Tools

https://qithub.com/Microsoft/MS UEFIl/tree/share/MsCapsuleSupport/MsSampleFmpDevicePkag/Tools/GenTool
S

Example: Attestation signing a Windows driver (same process for
Capsule .cab file and EV signing)

https://docs.microsoft.com/en-us/windows-hardware/drivers/dashboard/attestation-signing-a-kernel-driver-for-
public-release
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https://github.com/Microsoft/MS_UEFI/tree/share/MsCapsuleSupport/MsSampleFmpDevicePkg/Tools
https://github.com/Microsoft/MS_UEFI/tree/share/MsCapsuleSupport/MsSampleFmpDevicePkg/Tools/GenTools
https://docs.microsoft.com/en-us/windows-hardware/drivers/dashboard/attestation-signing-a-kernel-driver-for-public-release

UEFI EFI Signing - Sysdev

* https://sysdev.microsoft.com - UEFI help section

* Used for signing .EFI files, not for UpdateCapsule firmware updates
 .CAB must be EV signed before submitting to Sysdev

File signing services

Hardware compatibility Create UEFI submission

App certification

Enter the info about your submission. ltems marked with an "*" are required. Learn more

Feedback management 1, naround time:

Device metadata The average turnaround time for UEF] submissions is one week.
First time UEFI submissions and shims will take more time to complete, as they require deeper review and additional communication.

- . . - To minimize turnaround times, we recommend avoiding duplicate submissions and aggregating UEF| packages.
File signing services ' E 9ArEGEnG HE PACEE

Create UEFI submissicn

UEFI submission requirements:

Creste LS4 submission The submission has been tested according to the guidelines for Pre-submission testing for UEFI submissions

Create driver signing submission The submission adheres to the latest Microsoft UEFI CA Signing policy updates .
Create test sign submission By clicking Submit you agree that your submission adheres to these guidelines.

Manage submissions

Test-sign (Legacy)
Mame*: [Enter name

Driver distribution

o Pick a UEFI submission package .cab file to upload, then click Submit:
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https://sysdev.microsoft.com
https://docs.microsoft.com/en-us/windows-hardware/drivers/dashboard/uefi-firmware-signing

Walk through for Signing UEFI Pkg

* https://developer.microsoft.com/dashboard

8
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https://developer.microsoft.com/dashboard

Submit new hardware

developer.microsoft.com

Dashboard | SpiralOrbit Hardware Dev Center u MiCl’OSOﬂ

Hardware
HARDWARE

Submit new hardware View your system reliability details Search hardware for x 0
Drivers
. Shared Product ID Failure Hits MName State Certification type Created date .. Permission Source
Systems

1152921504607 Test_Sublnfo Completed WLK 3/23/2018 Author SpiralOrbit Hardware Dev Center
loT

1152921504607 Test_WLK Preparation WLK 3/23/2018 Author SpiralOrbit Hardware Dev Center
Analyze

1152921504607 ExtensionINFIntTesting Completed HLK 3/23/2018 Author SpiralOrbit Hardware Dev Center

RECOMMENDED

Windows

Cortana

Office
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http://hardware

Submit your HLKx or .CAB capsule package

developer.microsoft.com

Dashboard | SpiralOrbit Hardware Dev Center

Search hardware for

X

0

HARDWARE

. est_Sublnfo
Drivers

est WLK

Systemns ) )
ExtensionINFIntTesting

loT

Analyze

RECOMMENDED
Windows

Cortana

Office

s Microsoft L0 B &

New hardware submission

Package Preparation Scanning Validation Catalog creation Manual review
Acceptance

Packages and signing properties

Product name *

Drag your packages here (.hlkx, .hckx, .cab, wlk) or browse your files.

Requested Signatures

When you upload your package, any additional free operating system certifications you qualify for will appear below. This may take a few seconds.

Certification

Distribution

Finalize
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Local Testing

Download your signed capsule update package
DevMgr->Firmware->Driver->Update Driver or

Right click the INF and choose Install
& & & & & & @

Package Preparation Scanning WValidation Catalog Sign Finalize
Acceptance creation

Your submission is complete! Your signed packages are available below. Any
shipping labels you created earlier are processing.

Packages and signing properties

Date Submission Id Status Created By
FirmwareUpdatelNF.cab- 9142017 1152921504027024137 0 Sean
SEANQU_DON'T_PROCESS_-63640989720 Finalize Quiriconi

- Initial &

[ Download signed files ] Download initial package
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Publish to Windows Update

-

My first driver . T -
B 1153401 S04ENEa5 LS First publication
E R Propenation Created validation UpdateGeneration Publishing Fenalize
Wie detected some issues while walidating your paciage and are man Detalls )
Targeting
o ) Shipping label name
Packages and signing properties i .
First publication
Select driver package
Properties Ity first driver (initial Package) hd
e B e dimder packbsis By uplcadneg & updabngd diveen packs o 1 Ch s IS ST
o . Desninatsn
(@) Publish 15 Windews Update Soloct PHPs
Ky Tirsd driver - bnatial 102430016
Semd to another Pariner I - [ p——— nEer coarch Eormm ""l 1 P pap—— Endor caar Far
Pubdish All £ Ery barchivare Enfes arch term Flease fill c-.-t'.hs‘le!df' 3 gyterm | Enter search tenm
Release date [RS—— Digurating systen NF
® Publish my driver as soon as it passes certification ) ) .
acpilen021 Windows T Client Apfiltrinf Pending publish Cancel *
Additioral certifications seonern acpillen2021 Windows 8.1 Client Apfiltrint Not on Windows Update Publish *
M debchtiewsal @ dvilecasnie vivd . Spealy the partner (il ary) that i acpi ndows i i i ih *
allavesd vigibility inite this redquest Jen2021 Wi 10 Anniversary Update Client Apfiltrinf Mot an Windows Update Fublish
Cartification Enter search term Scpiien2o2) Windonss T Client 154
B Select CHIDs
acpijend0z 1 Windows 8.1 Clent wéd
External Driver promaticns
. Ty Enter new CHIDs
L | Automatically deliver and install this dever during Windows Lipgrade
Carnifans B oomplile

|| Automatically deliver and install this driver on all applicable systems |

Yo harve complited the cemification, bul Microdoh needs 1o proded

sl [ 0 iy dows nod slready haee & o insraleed These apt sl v 10 Erei ek The delaull Betunaor Bul reguse Sddmoanal Mciaalt e

T —— A CHIDIESE S Add multiple CHIDs

Distribution

Pt D
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https://docs.microsoft.com/en-us/windows-hardware/drivers/dashboard/publish-a-driver-to-windows-update

Windows Insider Program (WIP)

8

* All Firmware published to WU goes
through WIP (can add up to 2 weeks)

e Status is "Microsoft approval”

* Great opportunity for real world testing
with systems

UEFI Plugfest — Spring 2018 www.uefi.org



Two Steps to become an Insider

Sign up at
http://insider.windows.com

Update each client as needed

@ Home Get Insider Preview builds
Find a setting £ You're all set to get Insider Preview builds.
Stop Insider Preview builds
Update & security )
Z  Windows Update Choose your Insider level
Best for Insiders who enjoy being the first to identify issues,
: ¥ Windows Defender provide suggestions, and ideas to make Windows devices great.
Best Practice - |
Slow
O Recovery Relesie Pravican iild after changing
Support both Released OS and Upcoming OS
© Activation _ )
Windows Insider account
: It For developers
Insider Level 0S B
. B Microsoft account
Fast or SIOW Upcoming | Rz Windows Insider Program

f Give us your feedback about this page

Release Preview Released
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Each Ring has an Intended Experience

e Large external audiences running on released OS

Release Preview e Validate product quality driver updates

e Casual Insiders — may require workarounds
¢ Intended to predict in-market population

Windows Insider Slow

* You should have a backup
e Reasonably predicts the experience in SLOW ring

Windows Insider Fast

e Earliest validation to catch issues prior to releasing

Microsoft Rings externally
« Not available to Insiders

|
Rings enable the broadest set of customers to engage at their own risk level
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Important Terms

Windows Insiders

Fans of the Windows 10 OS who want to experience latest offerings from Microsoft in
order to guide and shape future releases of the operating system

Ring
A defined customer experience that guides how drivers are flighted to Windows

Flighting

The automatic distribution, monitoring and evaluation of a driver to a set of customers in
defined rings

Shipping Label

The concept in DevCenter used to define the destination of a driver and the method of
delivery
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Questions?
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Thanks for attending the Spring 2018 UEFI
Plugfest

For more information on the UEFI Forum and
UEFI Specifications, visit http://www.uefi.org

Questions regarding this presentation mailto:SAUEFI@Microsoft.com
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